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iLO

HPE iLO 4 is a remote server management processor embedded on the system boards of HPE ProLiant servers and Synergy compute
modules. iLO enables the monitoring and controlling of servers from remote locations. iLO management is a powerful tool that provides
multiple ways to configure, update, monitor, and repair servers remotely. iLO (Standard) comes preconfigured on Hewlett Packard
Enterprise servers without any additional cost or license.

Features that enhance server administrator productivity are licensed. For more information, see the HPE iLO Licensing Guide.

— iLO
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iLO features

iLO includes the following standard and licensed features. To view the license requirements for these features, see the iLO licensing
guide.

e Active Health System Log—Download the Active Health System log. You can send the log file to Hewlett Packard Enterprise when
you have an open support case or upload the log to the Active Health System Viewer.

e Agentless Management—When you use the Agentless Management configuration, the management software (SNMP) operates within
the iLO firmware instead of the host OS. This configuration frees memory and processor resources on the host OS for use by server
applications. iLO monitors all key internal subsystems, and can send SNMP alerts directly to a central management server, even with
no host OS installed.

o Deployment and provisioning—Use Virtual Power and Virtual Media for tasks such as the automation of deployment and
provisioning.

e Embedded remote support—Register a supported server for HPE remote support.
e iLO Federation management —Use the iLO Federation features to discover and manage multiple servers at a time.
e Integrated Management Log—View server events and configure notifications through SNMP alerts, remote syslogs, and email alerts.

e Integrated Remote Console—If you have a network connection to the server, you can access a secure high performance console to
manage the server from any location.

e Power consumption and power settings —Monitor the server power consumption, configure server power settings, and configure
power capping on supported servers.

e Power management—Securely and remotely control the power state of the managed server.

e Server health monitoring—iLO monitors temperatures in the server and sends corrective signals to the fans to maintain proper
server cooling. iLO also monitors installed firmware and software versions and the status of fans, memory, the network, processors,
power supplies, storage, and devices installed on the system board.

e User access—Use local or directory-based user accounts to log in to iLO.

e Virtual Media—Remotely mount high performance Virtual Media devices to the server.
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iLO web interface

You can use the iLO web interface to access iLO through a supported browser to monitor and configure managed servers.
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ROM-based configuration utilities

Depending on your server model, you can use iLO RBSU or the iLO 4 Configuration Utility to configure network parameters, global
settings, and user accounts. On servers that support UEFI, such as the ProLiant DL580 Gen8 server, ProLiant Gen9 servers, and Synergy
compute modules, use the iLO 4 Configuration Utility in the UEFI System Utilities. On servers that do not support UEFI, use the iLO RBSU.

iLO RBSU and the iLO 4 Configuration Utility are designed for the initial iLO setup, and are not intended for continued iLO
administration. You can start these utilities when the server is booted, and you can run them remotely with the Remote Console.

To determine whether your server supports iLO RBSU or the iLO 4 Configuration Utility, see the server QuickSpecs at

http://www.hpe.com/info/qgs/.

You can configure iLO to require users to log in when they access the ROM-based configuration utilities, or you can disable the utilities
for all users. These settings can be configured in the iLO access options. Disabling iLO RBSU or the iLO 4 Configuration Utility prevents
reconfiguration from the host unless the system maintenance switch is set to disable iLO security.
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iLO mobile app

The iLO mobile app provides access to supported servers from a mobile device. The mobile app interacts directly with the iLO processor,
providing total control of the server as long as it is plugged in. For example, you can access the server when it is in a healthy state, or
when it is powered off with a blank hard drive. As an IT administrator, you can troubleshoot problems and perform software

deployments from almost anywhere.
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iLO RESTful API

iLO 4 2.00 and later includes the iLO RESTful API. The iLO RESTful API is a management interface you can use with server management
tools to perform server configuration, inventory, and monitoring tasks. Use a REST client, such as the RESTful Interface Tool, to send
HTTPS operations ( GET , PUT, POST, PATCH,and DELETE ) to the iLO web server.

iLO 4 2.30 and later is Redfish 1.0-conformant while remaining backward compatible with previous versions of the iLO RESTful API.
You can use the iLO RESTful API to access iLO Standard features. To access licensed features, install an iLO license.

For more information about the iLO RESTful API and the RESTful Interface Tool, see the following website:

http://www.hpe.com/info/restfulapi.
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RESTful Interface Tool

The RESTful Interface Tool (iLOREST) is a scripting tool that allows you to automate HPE server management tasks. It provides a set of
simplified commands that take advantage of the iLO RESTful API. You can install the tool on your computer for remote use or install it
locally on a server with a Windows or Linux Operating System. The RESTful Interface Tool offers an interactive mode, a scriptable mode,
and a file-based mode similar o CONREP to help decrease automation times.

For more information, see the following website: https://www.hpe.com/info/resttool.
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iLO scripting and command line

You can use the iLO scripting tools to configure multiple servers, to incorporate a standard configuration into the deployment process,
and to control servers and subsystems.

The iLO scripting and CLI guide describes the syntax and tools available for using iLO through a command line or scripted interface.
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iLO Amplifier Pack

The iLO Amplifier Pack is an advanced server inventory and firmware and driver update solution. It uses iLO Advanced functionality to
enable rapid discovery, detailed inventory reporting, and firmware and driver updates. The iLO Amplifier Pack performs rapid server
discovery and inventory for thousands of supported servers for the purpose of updating firmware and drivers at scale.

For more information about iLO Amplifier Pack, see the following website: https://www.hpe.com/servers/iloamplifierpack.
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HPE InfoSight for servers

The HPE InfoSight portal is a secure web interface hosted by HPE that allows you to monitor supported devices through a graphical
interface.

HPE InfoSight for servers:

e Combines the machine learning and predictive analytics of HPE InfoSight with the health and performance monitoring of Active
Health System (AHS) and HPE iLO to optimize performance and predict and prevent problems

e Provides automatic collection and analysis of the sensor and telemetry data from AHS to derive insights from the behaviors of the
install base to provide recommendations to resolve problems and improve performance

For more information on getting started and using HPE InfoSight for servers, go to: https://www.hpe.com/info/infosight-servers-docs.
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Preparing to set upiLO

Before setting up an iLO management processor, you must decide how to handle networking and security. The following questions can

help you configure iLO:

Procedure

1. How will iLO connect to the network?

2. Will NIC Teaming be used with the Shared Network Port configuration?

3. How will iLO acquire an IP address?

4. What access security is required, and what user accounts and privileges are needed?
5. What tools will you use to configure iLO?

Preparing to set up iLO
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iLO network connection options
You can connect iLO to the network through a dedicated management network or a shared connection on the production network.

Dedicated management network

In this configuration, the iLO port is on a separate network. A separate network improves performance and security because you can
physically control which workstations are connected to the network. A separate network also provides redundant access to the server
when a hardware failure occurs on the production network. In this configuration, iLO cannot be accessed directly from the production
network. The Dedicated management network is the preferred iLO network configuration.

Figure 1: Dedicated management network
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In this configuration, both the NIC and the iLO port are connected to the production network. In iLO, this type of connection is called the

Shared Network Port configuration. Certain Hewlett Packard Enterprise embedded NICs and add-on cards provide this capability. This
connection enables access to iLO from anywhere on the network. Using a Shared Network Port configuration reduces the amount of
networking hardware and infrastructure required to support iLO.

There are some drawbacks to using this configuration.

e With a shared network connection, traffic can hinder iLO performance.

e During server startup, and when the operating system NIC drivers are loading and unloading, there are brief periods of time (2-8
seconds) when you cannot access iLO from the network. After these short periods, iLO communication is restored and iLO will
respond to network traffic.

When this situation occurs, the Remote Console and connected iLO Virtual Media devices might be disconnected.
e Network controller firmware updates or resets can also cause iLO to be unreachable over the network for a brief period of time.

e The iLO Shared Network Port connection cannot operate at a speed greater than 100 Mbps. Network-intensive tasks such as data
transfer through iLO virtual media might be slower than the same tasks performed in a configuration that uses the iLO Dedicated
Network Port.

Figure 2: Shared network connection
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NIC teaming with Shared Network Port configurations

NIC teaming is a feature you can use to improve server NIC performance and reliability.
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NIC teaming constraints

When you select a teaming mode to use when iLO is configured to use the Shared Network Port:
e iLO network communications will be blocked in the following conditions:

o The selected NIC teaming mode causes the switch that iLO is connected with to ignore traffic from the server NIC/port that iLO

is configured to share.

o The selected NIC teaming mode sends all traffic destined for iLO to a NIC/port other than the one that iLO is configured to share.

e Because iLO and the server transmit and receive on the same switch port, the selected NIC teaming mode must allow the switch to
tolerate traffic with two different MAC addresses on the same switch port. Some implementations of LACP (802.3ad) will not

tolerate multiple MAC addresses on the same link.
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Hewlett Packard Enterprise NIC teaming modes

If your server is configured to use Hewlett Packard Enterprise NIC teaming, observe the following guidelines.

Network Fault Tolerance

The server transmits and receives on only one NIC (the primary adapter). The other NICs (secondary adapters) that are part of the
team do not fransmit server traffic and they ignore received traffic. This mode allows the iLO Shared Network Port to function
correctly.

Select the NIC/port iLO uses as the Preferred Primary Adapter.

Transmit Load Balancing

The server transmits on multiple adapters but receives only on the primary adapter. This mode allows the iLO Shared Network
Port to function correctly.

Select the NIC/port iLO uses as the Preferred Primary Adapter.

Switch Assisted Load Balancing

This mode type refers to the following:

HPE ProCurve Port Trunking

Cisco Fast EtherChannel/Gigabit EtherChannel (Static Mode Only, no PAgP)
|EEE 802.3ad Link Aggregation (Static Mode only, no LACP)

Bay Network Multi-Link Trunking

Extreme Network Load Sharing

In this mode, there is no concept of primary and secondary adapters. All adapters are considered equal for the purposes of sending
and receiving data. This mode is the most problematic for iLO Shared Network Port configurations because traffic destined for iLO
can be received on only one of the server NIC/ports. To determine the constraints that your switch vendor places on their
implementation of switch assisted load balancing, see the switch vendor documentation.

For additional information, see the ProLiant Network Adapter Teaming support document.

For information about selecting a NIC teaming mode when your server uses another implementation of NIC teaming, see NIC teaming
constraints and the vendor documentation.

Hewlett Packard Enterprise NIC teaming modes
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iLO IP address acquisition

To enable iLO access after it is connected to the network, the iLO management processor must acquire an IP address and subnet mask.
You can use a dynamic address or a static address.
Dynamic IP address

A dynamic IP address is set by default. iLO obtains the IP address and subnet mask from DNS or DHCP servers. This method is the
simplest.

If you use DHCP:

e The iLO management port must be connected to a network that is connected to a DHCP server, and iLO must be on the
network before power is applied. DHCP sends a request soon after power is applied. If the DHCP request is not answered when
iLO first boots, it will reissue the request at 90-second intervals.

e The DHCP server must be configured to provide DNS and WINS name resolution.
Static IP address

If DNS or DHCP servers are not available on the network, a static IP address is used. A static IP address can be configured by using
iLO RBSU or the iLO 4 Configuration Utility.

If you plan to use a static IP address, you must have the IP address before starting the iLO setup process.
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iLO access security

You can use the following methods to manage access to iLO:

Local accounts

Up to 12 user accounts can be stored in iLO. This configuration is ideal for small environments such as labs and small-sized or
medium-sized businesses.

Login security with local accounts is managed through the iLO Access Settings and user privileges.

Directory services

To support more than 12 users, configure iLO to use a directory service to authenticate and authorize access. This configuration
enables an unlimited number of users and easily scales to the number of iLO devices in an enterprise.

If you plan to use directory services, consider enabling at least one local administrator account for alternative access.

A directory provides a central point of administration for iLO devices and users, and the directory can enforce a strong password
policy.

: iLO access security
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iLO configuration tools

iLO supports various interfaces for configuration and operation. This guide discusses the following interfaces:
ROM-based setup

Use iLO RBSU or the iLO 4 Configuration Utility when the system environment does not use DHCP, DNS, or WINS.
iLO web interface

Use the iLO web interface when you can connect to iLO on the network by using a web browser. You can also use this method to
reconfigure an iLO management processor.

Other configuration options not discussed in this guide follow:
Intelligent Provisioning

To start Intelligent Provisioning, press F10 during POST. For information about the iLO settings you can configure, see the
Intelligent Provisioning user guide.

HPE Scripting Toolkit

This toolkit is a server deployment product for IT experts that provides unattended automated installation for high-volume server
deployments. For more information, see the Scripting Toolkit user guide for Windows or Linux.

Scripting

You can use scripting for advanced setup of multiple iLO management processors. Scripts are XML files written for a scripting
language called RIBCL. You can use RIBCL scripts to configure iLO on the network during initial deployment or from a deployed
host.

The following methods are available:

e HPQLOCFG—A Windows command-line utility that sends XML configuration and control scripts over the network to iLO.

o HPONCFG—A local online scripted setup utility that runs on the host and passes RIBCL scripts to the local iLO. HPONCFG
requires the iLO 4 Channel Interface Driver.

e Custom scripting environments (LOCFG.PL) —The iLO scripting samples include a Perl sample that can be used to send RIBCL
scripts to iLO over the network.

e SMASH CLP—A command-line protocol that can be used when a command line is accessible through SSH or the physical serial
port.

For more information about these methods, see the iLO scripting and command-line guide.
iLO sample scripts are available at the following website: http://www.hpe.com/support/ilo4.
iLO RESTful API

A management interface that server management tools can use to perform configuration, inventory, and monitoring of a supported
server through iLO.

For more information, see http://www.hpe.com/info/restfulinterface/docs.
HPE OneView

A management tool that interacts with the iLO management processor to configure, monitor, and manage ProLiant servers or
Synergy compute modules. For more information, see the HPE OneView user guide.
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Initial setup steps: Process overview

The iLO default settings enable you to use most features without additional configuration. However, the configuration flexibility of iLO
enables customization for multiple enterprise environments.

Procedure

1. Review the General security guidelines for setting up and using iLO.
2.

3.

Connect iLO to the network.

If you are not using dynamic IP addressing, use the ROM-based setup utilities to configure a static IP address.

If you will use the local accounts feature, use the ROM-based setup ufilities to configure user accounts.

Optional: Install an iLO license.

If necessary, install the iLO drivers.

Initial setup steps: Process overview
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Connecting iLO to the network

Connect iLO to the network through a production network or a dedicated management network.

iLO uses standard Ethernet cabling, which includes CAT 5 UTP with RJ-45 connectors. Straight-through cabling is necessary for a
hardware link to a standard Ethernet hub or switch.

For more information about setting up your hardware, see the server user guide.
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Setting up iLO by using the ROM-based setup utilities

Hewlett Packard Enterprise recommends using iLO RBSU or the iLO 4 Configuration Utility to set up iLO for the first time and to
configure iLO network parameters for environments that do not use DHCP, DNS, or WINS.

To determine whether your server supports iLO RBSU or the iLO 4 Configuration Utility, see the server QuickSpecs at

http://www.hpe.com/info/gs.

For more information about the iLO ROM-based utilities and their features, see iLO ROM-based utilities.
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Configuring a static IP address with the ROM-based setup utilities

This step is required only if you want to use a static IP address. When you use dynamic IP addressing, the DHCP server automatically
assigns an IP address for iLO.

To simplify installation, Hewlett Packard Enterprise recommends using DNS or DHCP with iLO.
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Configuring a static IP address GLO RBSU)

Procedure

1.

2.

3.

4.

Optional: If you access the server remotely, start an iLO remote console session.
Restart or power on the server.

Press F8 in the server POST screen.

The iLO RBSU starts.

Disable DHCP:

a. From the iLO RBSU screen, select Network > DNS/DHCP, and then press Enter.

b. Select DHCP Enable.

c. Toset DHCP Enable to OFF, press the spacebar, and then press F10 to save the changes.

Enter the network settings:

a. From the iLO RBSU screen, select Network > NIC and TCP/IP, and then press Enter.

b. Enter the appropriate information in the IP Address, Subnet Mask, and Gateway IP Address boxes.

c. Tosave the changes, press F10.
Select File > Exit.

The changes take effect when you exit iLO RBSU.

Configuring a static IP address (iLO RBSU)
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Configuring a static IP address GLO 4 Configuration Utility)

Procedure

1. Optional: If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.

3. Press F9in the server POST screen.

The UEFI System Utilities start.

4, From the System Configuration screen, use the up or down arrow keys and the Enter key to navigate to the System Configuration >
iLO 4 Configuration Utility > Network Options screen.

5. Disable DHCP:

a. Select DHCP Enable, and then press Enter.

b. Select OFF, and then press Enter.
6. Enter an IP address, subnet mask, and gateway IP address:

a. Select IP Address, and then press Enter.

b. Type the IP address, and then press Enter.

c. Select Subnet Mask, and then press Enter.

d. Type the subnet mask address, and then press Enter.

e. Select Gateway IP Address, and then press Enter.

f. Type the gateway IP address, and then press Enter.
7. To save the changes, press F10.

The iLO 4 Configuration Utility prompts you to confirm that you want to save all pending configuration changes.
8. To save and exit, press Y.

The iLO 4 Configuration Utility notifies you that iLO must be reset in order for the changes to take effect.
9. Press Enter.

iLO resets, and the iLO session is automatically ended. You can reconnect in approximately 30 seconds.
10. Resume the normal boot process:
a. Start the iLO remote console.

The iLO 4 Configuration Utility is still open from the previous session.
b. Press ESC several fimes to navigate to the System Configuration page.

c. To exit the System Utilities and resume the normal boot process, press ESC.
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Managing local user accounts with the ROM-based setup utilities
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Adding user accounts (iLO RBSU)

Procedure
1. Optional: If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F8in the server POST screen.
The iLO RBSU starts.
4. From the iLO RBSU screen, select User > Add, and then press Enter.
5. Enter the following details:
e User Name
e Login Name
e Password and Verify password
6. Select from the following privileges. To enable a privilege, set it to Yes. To disable a privilege, set it fo No.
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
7. To save the new user account, press F10.
8. Repeat step 4 through step 7 until you are done creating user accounts.

9. Select File > Exit.
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Editing user accounts (iLO RBSU)

Procedure
1. Optional: If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F8in the server POST screen.
The iLO RBSU starts.
4. From the iLO RBSU screen, select User > Edit, and then press Enter.
5. Select the user name that you want to edit, and then press Enter.
6. Update the user name, login name, password, or user privileges, and then press F10 to save the changes.
7. Select File > Exit.

Editing user accounts (iLO RBSU)
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Removing user accounts (iLO RBSU)

Procedure
1. Optional: If you access the server remotely, start an iLO remote console session.
2. Restart or power on the server.
3. Press F8in the server POST screen.
The iLO RBSU starts.
4. From the iLO RBSU screen, select User > Remove, and then press Enter.
5. Select the user that you want to remove, and then press Enter.
The iLO RBSU prompts you to confirm the request.
6. To confirm the request, press Enter.
7. Select File > Exit.

Removing user accounts (iLO RBSU)
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Adding user accounts (iLO 4 Configuration Utility)

Procedure

1. Optional: If you access the server remotely, start an iLO remote console session.

2.

3.

10.

11.

12.

Restart or power on the server.
Press F9 in the server POST screen.

The UEFI System Utilities start.

From the System Utilities screen, select System Configuration > iLO 4 Configuration Utility > User Management > Add User, and

press Enter.

Select any of the following privileges, and then press Enter:
e Administer User Accounts

e Remote Console Access

e Virtual Power and Reset

e Virtual Media

e Configure iLO Settings

For each option, select one of the following settings and press Enter again.

e YES (default)—Enables the privilege for this user.

e NO—Disables the privilege for this user.

Select from the following options, and then press Enter.
e New User Name

e Login Name

e Password and Password Confirm

Complete each option for the new user, and press Enter.

Create as many user accounts as needed, and then press F10.

Press Esc until the main menu is displayed.

Select Exit and Resume Boot in the main menu, and then press Enter.

When prompted to confirm the request, press Enter to exit the utility and resume the boot process.

Adding user accounts (iLO 4 Configuration Utility)
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Editing or removing user accounts (iLO 4 Configuration Utility)

Procedure

1. Optional: If you access the server remotely, start an iLO remote console session.

2.

3.

10.

11.

Restart or power on the server.
Press F9 in the server POST screen.

The UEFI System Utilities start.

From the System Utilities screen, select System Configuration > iLO 4 Configuration Utility > User Management > Edit/Remove User,

and press Enter.

Select the Action menu for the user name you want to edit or delete, and press Enter.

Select one of the following, and press Enter.

e No Change—Returns you to the main menu.

e Delete—Deletes this user.

e Edit—Edits the user.

Depending on your selection in step 5, do one of the following:

e |If you selected No Change, no further action is needed.

e If you selected Delete, the user name is marked to be deleted when you save the changes on this page.

e If you selected Edit, update the login name, password, or user permissions.

Update as many user accounts as needed, and then press F10.

Press Esc until the main menu is displayed.

Select Exit and Resume Boot in the main menu, and then press Enter.

When prompted to confirm the request, press Enter to exit the utility and resume the boot process.

Editing or removing user accounts (iLO 4 Configuration Utility)
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iLO setup with the web interface

If you can connect to iLO on the network by using a web browser, you can use the iLO web interface to configure iLO. You can also use
this method to reconfigure an iLO management processor.

Access iLO from a remote network client by using a supported browser and providing the default DNS name, user name, and password.
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Logging in to iLO for the first time

Procedure

1. Enter
https://<ilLO hostname or IP address>

HTTPS (HTTP exchanged over an SSL encrypted session) is required for accessing the iLO web interface.

2. Enter the default user credentials, and then click Log In.

TIP:

After you log in to iLO for the first time, Hewlett Packard Enterprise recommends changing the password for the
default user account.
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iLO default DNS name and user account

The iLO firmware is configured with a default user name, password, and DNS name. The default information is on the serial label pull tab
attached to the server that contains the iLO management processor. Use these values to access iLO remotely from a network client by
using a web browser.

e User name—Administrator

e Password—A random eight-character string

o DNS name—ILOXXXXXXXXXXXX, where the X characters represent the server serial number.

IMPORTANT:

Hewlett Packard Enterprise recommends changing the default password after you log in to iLO for the first time.

If you reset iLO to the factory default settings, use the default iLO user credentials (on the serial label pull tab) to log in
after the reset.

iLO default DNS name and user account 58



iLO licensed features

iLO (Standard) is preconfigured on Hewlett Packard Enterprise servers without an additional cost or license. Features that enhance
productivity are licensed. For more information, see the iLO licensing guide at the following website: http://www.hpe.com/info/ilo-docs.

To activate iLO licensed features, install an iLO license.
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iLO drivers and utilities

iLO is an independent microprocessor running an embedded operating system. The architecture ensures that most iLO functionality is
available, regardless of the host operating system. The iLO drivers and System Health Application and Command-Line Utilities enable
software such as HPONCFG and the Agentless Management Service to communicate with iLO. The installed OS and system configuration

determine the installation requirements.

: iLO drivers and utilities 60



Windows driver support

When you use Windows with iLO, the following drivers are available:

iLO 4 Channel Interface Driver for Windows

This driver ( hpgilo3chif.sys) allows software to communicate with iLO. The driver is used by the ProLiant Monitor

service, Insight Management Agents and WBEM Providers, Agentless Management Service, and other utilities. Install this driver in
all configurations.

iLO 4 Management Controller Driver Package for Windows

This package includes the ProLiant Monitor service and the hpgilo3core.sys driver to support Automatic Server Recovery.

: Windows driver support 61



Linux driver and utility support

When you use Linux with iLO, the following drivers and utilities are available:

e System Health Application and Command-Line Utilities ( hp—health )—A collection of applications and tools that enables
monitoring of fans, power supplies, temperature sensors, and other management events. This RPM contains the hpasmd,
hpasmlited, hpasmpld,and hpasmxld daemons.

e hpilo —This driver manages agent and tool application access to iLO.

This driver is part of the Linux kernel for SUSE Linux Enterprise Server 10 SP3 and later and Red Hat Enterprise Linux 5.3 and later.
The hpilo driver is loaded automatically at startup.

On Ubuntu systems, this driver is loaded automatically at startup after the Linux Management Component Pack package is loaded.
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VMware driver support

When you use VMware with iLO, the following driver is available: ilo.

This driver manages Agentless Management Service, WBEM provider, and tool application access to iLO. It is included in the customized
Hewlett Packard Enterprise VMware images. For raw VMware images, the driver must be installed manually.
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Installing the iLO drivers and utilities
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Obtaining the iLO drivers and utilities

Procedure

e For Windows, Red Hat Enterprise Linux, and SUSE Linux Enterprise Server —Use the SPP to install the iLO drivers or System Health
Application and Command Line Utilities.

You can download some of the components separately at the Hewlett Packard Enterprise Support Center website:
http://www.hpe.com/support/ilo4.

e For VMware—Download the iLO driver from the vibsdepot section of the Software Delivery Repository website:
http://www.hpe.com/support/SDR-Linux.

Follow the installation instructions provided with the software.

e For Ubuntu—Subscribe to the Linux Management Component Pack at http://www.hpe.com/support/SDR-Linux to obtain the System
Health Application and Command-Line Utilities.
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Driver and utility installation with the SPP

See the following websites for information about using the SPP:

e SPP documentation: http://www.hpe.com/info/spp/documentation

e SPP Custom Download hosted service: http://www.hpe.com/servers/spp/custom
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Loading hp-health for SUSE Linux Enterprise Server and Red Hat Enterprise Linux

Procedure

Toload hp-health, enter the following command: rpm -ivh hp-health-<d.vv.v-
pp.Linux version.arch>.rpm.

In this command, <d> is the Linux distribution and version, <vv.v-pp> are version numbers,and <arch> is the architecture
(i386 or x86_64).
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Removing hp-health for SUSE Linux Enterprise Server and Red Hat Enterprise Linux

Procedure

Toremove hp-health, enter the following command: rpm -e hp-health .
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Installing hp-health for Ubuntu

Procedure
1. Subscribe to the Linux Management Component Pack.

Hewlett Packard Enterprise recommends subscribing to the Linux Management Component Pack repository to ensure that your
Ubuntu systems have the latest Hewlett Packard Enterprise software.

For instructions, see the following website: http://www.hpe.com/support/hpesc.

2. To update the repository cache, enter the following command: apt-get update.

3. Toinstall hp-health, enter the following command: apt-get install hp-health.
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Removing hp-health for Ubuntu

Procedure

Toremove hp-health, enter the following command: apt-get remove hp-health.
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Updating iLO firmware, language, and licensing
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Firmware updates

Firmware updates enhance server and iLO functionality with new features, improvements, and security updates.

You can update firmware by using an online or offline firmware update method.
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Online firmware update

When you use an online method to update firmware, you can perform the update without shutting down the server operating system.
Online firmware updates can be performed in-band or out-of-band.

In-band

Firmware is sent to iLO from the server host operating system. The iLO 4 Channel Interface Driver is required for in-band
firmware updates. During a host-based firmware update, iLO does not verify user credentials or privileges because the host-based
utilities require a root (Linux and VMware) or Administrator (Windows) login.

Out-of-band
Firmware is sent to iLO over a network connection. Users with the Configure iLO Settings privilege can update firmware by using

an out-of-band method. If the system maintenance switch is set to disable iLO security, any user can update firmware with an out-
of-band method.
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In-band firmware update methods

Online ROM Flash Component

Use an executable file to update firmware while the server is running. The executable file contains the installer and the firmware
package.

HPONCFG

Use this utility to update firmware by using XML scripts. Download the iLO or server firmware image and the
Update Firmware.xml sample script. Edit the sample script with your setup details, and then run the script.
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Out-of-band firmware update methods

iLO web interface

Download a supported firmware file and install it by using the iLO web interface. You can update firmware for a single server or an
iLO Federation group.

iLO RESTful API
Use the iLO RESTful APl and a REST client such as the RESTful Interface Tool to update firmware.
HPQLOCFG

Use this utility to update firmware by using XML scripts. Download the iLO or server firmware image and the
Update Firmware.xml sample script. Edit the sample script with your setup details, and then run the script.

HPLOMIG (also called Directories Support for ProLiant Management Processors)

You do not need to use directory integration to take advantage of the HPLOMIG firmware update capabilities. HPLOMIG can be
used to discover multiple iLO processors and update their firmware in one step.

SMASH CLP
Access SMASH CLP through the SSH port, and use standard commands to view firmware information and update firmware.
LOCFG.PL

Use a Perl sample to send RIBCL scripts to iLO over the network.
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Offline firmware update

When you use an offline method to update the firmware, you must reboot the server by using an offline utility.
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Offline firmware update methods

SPP

Download the SPP and use it to install or update firmware.
SUM

Use SUM to perform firmware, driver, and software maintenance on supported servers and other nodes.
Scripting Toolkit

Use the Scripting Toolkit to configure several settings within the server and update firmware. This method is useful for deploying
to multiple servers.
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Supported firmware types

The following firmware types can be updated from the Firmware Update page:

iLO firmware

System ROM (BIOS)

Chassis firmware (SL and XL servers)
Power Management Controller

System Programmable Logic Device (CPLD)
NVMe Backplane Firmware

Edgeline Chassis Controller Firmware

Supported firmware types
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Obtaining the iLO firmware image file

You can download the iLO firmware image file and use it to update a single server or mulfiple servers in a group.

The BIN file from the iLO Online Flash Component is required for updating the iLO firmware with the Flash Firmware or Group Firmware

Update features.

Procedure

1. Navigate to the following website: http://www.hpe.com/support/hpesc.

2. To locate and download the iLO Online Flash Component file, follow the onscreen instructions.
Download a Windows or Linux component.

3. Extract the BIN file.

e For Windows components: Double-click the downloaded file, and then click the Extract button. Select a location for the extracted
files, and then click OK.

e For Linux components: Depending on the file format, enter one of the following commands:
o #./<firmware file name>.scexe —unpack=/tmp/
o #rpm2cpio <firmware file name>.rpm | cpio -id

The name of the iLO firmware image file is similar to iLO 4 <yyy>.bin,where <yyy> represents the firmware version.
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Obtaining supported server firmware image files
Procedure

1. Navigate to the following website: http://www.hpe.com/support/hpesc.

2. To locate and download an Online ROM Flash Component file, follow the onscreen instructions.

3. If you downloaded a Windows component:
a. Double-click the downloaded file, and then click the Extract button.
b. Select a location for the extracted files, and then click OK.
4, If you downloaded a Linux component:
Depending on the file format, enter one of the following commands:
e #./<firmware file name>.scexe —unpack=/tmp/

e #rpm2cpio <firmware file name>.rpm | cpio -id

Obtaining supported server firmware image files
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Server firmware file type details

e The system ROM firmware image file name uses a format similar to the following: CPQJ0123.B18.

e The Power Management Controller, chassis firmware, and NVMe backplane files use the file extension

.hex . For example, the file
name might be similar to ABCD5S95.hex.

The System Programmable Logic Device (CPLD) firmware file uses the file extension .vme.
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Updating iLO or server firmware by using theiLO web interface

You can update firmware from any network client by using the iLO web interface.

Prerequisites

Configure iLO Settings privilege

Procedure
1. Obtain an iLO firmware or server firmware file.
2. Navigate to the Administration > Firmware page.
3. Depending on the browser you use, click Browse or Choose File, and then specify the location of the firmware image file.
4, To start the update process, click Upload.
iLO notifies you that:
e When you update the iLO firmware, iLO will reboot automatically.
e Some types of server firmware might require a server reboot, but the server will not reboot automatically.
5. Click OK.
The iLO firmware receives, validates, and then flashes the firmware image.
If you navigate away from the Firmware Update page before the file upload is complete, the firmware update will not start.
IMPORTANT:
Do not interrupt a firmware update. If a firmware update is interrupted or fails, attempt it again immediately.
When you update the iLO firmware, iLO reboots and closes your browser connection. It might take several minutes before you can re-
establish a connection.
6. For iLO firmware updates only: To start working with the new firmware, clear your browser cache, and then log in to iLO.
7. For server firmware updates only: If the firmware type requires a system reset or server reboot for the new firmware to take effect,
take the appropriate action. For more information, see Requirements for firmware update to take effect.
8. Optional: To confirm that the new firmware is active, check the version on the System Information > Firmware page.
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Requirements for firmware update to take effect

System ROM (BIOS)—Requires a server reboot.

e Chassis firmware (Power Management)—Requires a chassis reset, which is triggered automatically.

e System Programmable Logic Device (CPLD)—Requires a server reboot.

e Power Management Controller and NVMe Backplane Firmware—Do not require a server reboot or a system reset.

The NVMe firmware version will be displayed in the iLO web interface after the next server reboot.
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Language packs

Language packs enable you to change the iLO web interface from English to a supported language of your choice. Language packs
provide translations for the iLO web interface and the Integrated Remote Console.

Consider the following when using language packs:

The following language packs are available: Japanese and Simplified Chinese.

The English language cannot be uninstalled.

For iLO 4 2.10 and earlier—You can install one language pack.

Installing a new language pack replaces the currently installed language pack, regardless of the language pack version.
For iLO 4 2.20 and later—You can install multiple language packs.

When version 2.20 or later of a language pack is installed, installing a new language pack (same language, version 2.20 or later)
replaces the installed language pack.

iLO 4 2.20 or later requires version 2.20 or later of the iLO language packs.

For iLO 4 2.20 and later—Language packs are not supported on servers (such as the ProLiant ML10 Gen9 and ML10v2 Gen9
servers) that do not have a NAND. On these servers, the message This server does not support installing

additional language packs isdisplayed on the Access Settings > Language page.
To continue using language packs on servers without a NAND, use iLO 4 2.10 or earlier.
When you upgrade from an earlier version of iLO 4 to version 2.20 or later, previously installed language packs are deleted.

The Integrated Remote Console uses the language of the current iLO session.

For localization support with the Java IRC on Windows systems, you must select the correct language in the Regional and Language

Options Control Panel.

For localization support with the Java IRC on Linux systems, make sure that the fonts for the specified language are installed and
available to the JRE.

If an installed language pack does not include the translation for a text string, the text is displayed in English.

When you update the iLO firmware, Hewlett Packard Enterprise recommends downloading the latest language pack to ensure that

the language pack contents match the iLO web interface.

: Language packs
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Installing language packs

Prerequisites

Configure iLO Settings privilege

Procedure
1. Download a language pack from the following website: http://www.hpe.com/support/ilo4.
2. To extract the contents, double-click the downloaded file.
The language pack file name is similar to the following: lang <language> <version>.lpk.
3. Navigate to the Administration > Access Settings > Language page.
4, Depending on the browser you use, click Browse or Choose File.
5. Select the language pack, and then click Open.
6. Click Install.
iLO prompts you to confirm the installation.
For iLO 4 2.10 and earlier: If you have a previously installed language pack, this language pack will replace it if you proceed with the
installation.
7. Click OK.

iLO installs the language pack, reboots, and closes your browser connection.

It might take several minutes before you can re-establish a connection.

Installing language packs
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Selecting a language pack

Use one of the following methods to select an installed language pack:

Procedure

e Navigate to the login page, and then select a language in the Language menu.

e Click the Language menu at the bottom of any iLO web interface page, and then select a language.

e Select a language on the Administration > Access Settings > Language page.
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Configuring the default language settings

Use this procedure to configure the default language for the users of this instance of the iLO firmware.

Prerequisites
e Configure iLO Settings privilege
e The language pack for the language you want to use is installed.

e The language you want to use is installed in the browser and it is set to take priority over the other installed browser languages.

Procedure
1. Navigate to the Administration > Access Settings > Language page.
2. Select a value in the Default Language menu.
The available languages are English and any other language for which a language pack is installed.
3. Click Apply.
iLO notifies you that the default language was changed.

In subsequent iLO web interface sessions, if there is no browser cookie from a previous session, and the browser or OS language is
not supported, the iLO web interface uses the configured default language.
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Configuring the current iLO web interface session language

Procedure
1. Navigate to the Administration > Access Settings > Language page.

2. Select a value in the Current Language menu.

The available languages are English and any other language for which a language pack is installed.

3. Click Apply.

The iLO web interface for the current browser session changes to the selected language.
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Uninstalling a language pack

Prerequisites
Configure iLO Settings privilege
Procedure

1. Navigate to the Administration > Access Settings > Language page.

2. ForiLO 4 2.20 or later: Select the check box next to the language you want to uninstall.

3. Click Uninstall.
4. When prompted to confirm the request, click OK.
iLO removes the selected language pack, reboots, and closes your browser connection.

It might take several minutes before you can re-establish a connection.

Uninstalling a language pack
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How iLO determines the session language

iLO uses the following process to determine the language of a web interface session:

1. If you previously logged in to the iLO web interface on the same computer using the same browser, and you have not cleared the
cookies, the language setting of the last session with that iLO processor is used.

2. If there is no cookie, the current browser language is used if iLO supports it and the required language pack is installed.

3. Internet Explorer only: If the browser language is not supported, then the OS language is used if iLO supports it and the required
language pack is installed.

4, If there is no cookie, and the browser or OS language is not supported, iLO uses the configured default language.
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iLO licensing

iLO Standard features are included with every server to simplify server setup, perform health monitoring, monitor power and thermal
control, and facilitate remote administration.

iLO licenses activate functionality such as graphical Remote Console with multiuser collaboration, video record/playback, and many more
features.
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License key information

e For information about purchasing, registering, and redeeming a license key, see the iLO licensing guide at the following website:

http://www.hpe.com/info/ilo-docs.

e OneilO license is required for each server on which the product is installed and used. Licenses are not transferable.
e You cannot license a server with a license key that is meant for a different server type.

e AniLO Advanced license is automatically included with Synergy compute modules. You cannot add or remove a license on Synergy
compute modules.

e Use the Licensing and Group Licensing pages to view and install licenses for ProLiant servers, and to view license information for
Synergy compute modules.

e If you lose a license key, follow the lost license key instructions.

e A free iLO evaluation license key is available for download from the following website: http://www.hpe.com/info/tryilo.
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Installing a license key by using a browser

Prerequisites
e Configure iLO Settings privilege

e The server you want to license is a ProLiant server. For Synergy compute modules, an iLO Advanced license is automatically
included, and the Enter License Activation Key section is not displayed on the iLO Licensing page.

Procedure
1. Navigate to the Administration > Licensing page.
2. Enter alicense key in the Activation Key box.

To move between segments, press the Tab key or click inside a segment of the Activation Key box. The cursor advances
automatically when you enter data into the segments of the Activation Key box.

3. Click Install.
The EULA confirmation opens. The EULA details are available in the License Pack option kit.
4. Click OK.

The license key is now enabled.
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Viewing license information

Procedure

Navigate to the Administration > Licensing page.
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License details

e License—The license name
e Status—The license status
o Activation Key—The installed key

For security, only the last five digits of the license key are displayed.
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Managing user accounts and directory groups
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iLO user accounts

iLO enables you to manage user accounts stored locally in secure memory.

You can create up to 12 local user accounts with custom login names and advanced password encryption. Privileges control individual
user settings, and can be customized to meet user access requirements.

To support more than 12 users, configure iLO to use a directory service to authenticate and authorize its users.
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Adding local user accounts

Prerequisites
Administer User Accounts privilege

Procedure
1. Navigate to the Administration > User Administration page.
2. Toopen the Add/Edit Local User page, click New in the Local Users section.
3. Enter the following details:
e User Name
e Login Name
e Password and Password Confirm
4, Select from the following privileges:
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
To select all available user privileges, click the select all check box.

5. To save the new user, click Add User.
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Editing local user accounts

Prerequisites
Administer User Accounts privilege

Procedure
1. Navigate to the Administration > User Administration page.
2. Select a user in the Local Users section, and then click Edit.
3. Update the following values on the Add/Edit Local User page, as needed:
e |Login Name
e User Name
4, To change the password, click the Change password check box, and then update the Password and Password Confirm values.
5. Select from the following privileges:
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
6. To select all available user privileges, click the select all check box.

7. To save the user account changes, click Update User.
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Viewing local user accounts

Procedure
1. Navigate to the Administration > User Administration page.

The Local Users table shows the login name, user name, and assigned privileges of each configured user.

2. Optional: To view a privilege name, move the cursor over a privilege icon.
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Deleting a user account

Prerequisites
Administer User Accounts privilege

Procedure

1. Navigate to the Administration > User Administration page.

2. Select the check box next to one or more user accounts that you want to delete.
3. Click Delete.

4. When prompted to confirm the request, click OK.
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iLO user account options

e User Name appears in the user list on the User Administration page. It does not have to be the same as the Login Name. The
maximum length for a user name is 39 characters. The User Name must use printable characters. Assigning descriptive user names
can help you to identify the owner of each login name.

e Login Name is the name you use when logging in to iLO. It appears in the user list on the User Administration page, on the iLO
Overview page, and in logs. The Login Name does not have to be the same as the User Name. The maximum length for a login name
is 39 characters. The login name must use printable characters.

e Password and Password Confirm set and confirm the password that is used for logging in to iLO.
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iLO user privileges

e @ Remote Console Access—Enables a user to access the host system Remote Console, including video, keyboard, and mouse control.
e @ Virtual Media—Enables a user to use the Virtual Media feature on the host system.

e U Virtual Power and Reset—Enables a user to power-cycle or reset the host system. These activities interrupt the system availability.
A user with this privilege can diagnose the system by using the Generate NMI to System button.

e & Configure iLO Settings—Enables a user to configure most iLO settings, including security settings, and to update the iLO
firmware. This privilege does not enable local user account administration.

After iLO is configured, revoking this privilege from all users prevents reconfiguration with the web interface, HPQLOCFG, or the CLI.
Users who have access to iLO RBSU, the UEFI System Utilities, or HPONCFG can still reconfigure iLO. Only a user who has the
Administer User Accounts privilege can enable or disable this privilege.

e 2 Administer User Accounts—Enables a user to add, edit, and delete local iLO user accounts. A user with this privilege can change
privileges for all users. If you do not have this privilege, you can view your own settings and change your own password.
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Password guidelines

Hewlett Packard Enterprise recommends that you follow these password guidelines when you create and update user accounts.

When working with passwords:

o

Do not write down or record passwords.
Do not share passwords with others.

Do not use passwords that are made up of words found in a dictionary.

Do not use passwords that contain obvious words. Examples include the company name, product name, user name, or login name.

Change passwords regularly.

Keep the iLO default credentials in a safe place.

Use strong passwords with at least three of the following characteristics:

o

At least one uppercase ASCII character
At least one lowercase ASCII character
At least one ASCII digit

At least one other type of character (for example, a symbol, special character, or punctuation).

The minimum length for a user account password is set on the Access Settings page. Depending on the configured Minimum
Password Length value, the password can have a minimum of zero characters (no password) and a maximum of 39 characters.
Hewlett Packard Enterprise recommends using a Minimum Password Length of eight or more characters. The default value is eight

characters.

IMPORTANT:

Do not set the Minimum Password Length to fewer than eight characters unless you have a physically secure
management network that does not extend outside the secure data center.
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IPMI/DCMI users

The iLO firmware follows the IPMI 2.0 specification. When you add IPMI/DCMI users, the login name must be a maximum of 16 characters,
and the password must be a maximum of 20 characters.

When you select iLO user privileges, the equivalent IPMI/DCMI user privilege is displayed in the IPMI/DCMI Privilege based on above
settings box.

e User—A user has read-only access. A user cannot configure or write to iLO, or perform system actions.
For IPMI User privileges: Disable all privileges. Any combination of privileges that does not meet the Operator level is an IPMI User.
e Operator—An operator can perform system actions, but cannot configure iLO or manage user accounts.

For IPMI Operator privileges: Enable Remote Console, Virtual Power and Reset, and Virtual Media. Any combination of privileges
greater than Operator that does not meet the Administrator level is an IPMI Operator.

e Administrator—An administrator has read and write access to all features.

For IPMI Administrator privileges: Enable all privileges.
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iLO directory groups

iLO directory groups are used with Kerberos authentication and schema-free directory integration. iLO supports up to six directory
groups.
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Adding directory groups

Prerequisites

e Configure iLO Settings privilege
e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.
Procedure
1. Navigate to the Administration > User Administration page.
2. Click New in the Directory Groups section.
3. Provide the following details in the Group Information section:
e Group DN
e Group SID (Kerberos authentication and Active Directory integration only)
4, Select from the following privileges:
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
e Login Privilege
5. To save the new directory group, click Add Group.

Adding directory groups
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Editing directory groups

Prerequisites

e Configure iLO Settings privilege
e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.
Procedure
1. Navigate to the Administration > User Administration page.
2. Select a group in the Directory Groups section, and then click Edit.
3. Provide the following details in the Group Information section:
e Group DN
e Group SID (Kerberos authentication and Active Directory integration only)
4, Select from the following privileges:
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
e Login Privilege
5. To save the directory group changes, click Update Group.

Editing directory groups
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Viewing directory groups

Procedure

1. Navigate to the Administration > User Administration page.

The Directory Groups table shows the group DN, group SID, and the assigned privileges for each group.

2. (Optional) To view a privilege name, move the cursor over a privilege icon.
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Deleting a directory group

Prerequisites
e Configure iLO Settings privilege

e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

Procedure

1. Navigate to the Administration > User Administration page.

2. Select the check box next to the directory group that you want to delete.
3. Click Delete.

4. When prompted to confirm the request, click OK.
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Directory group options

Each directory group includes a DN, SID, and account privileges. For Kerberos login, the SIDs of groups are compared to the SIDs for

directory groups configured for iLO. If a user is a member of multiple groups, the user account is granted the privileges of all the groups.

You can use global and universal groups to set privileges. Domain local groups are not supported.

When you add a directory group to iLO, configure the following values:

e Group DN (Security Group DN)—Members of this group are granted the privileges set for the group. The specified group must exist
in the directory, and users who need access to iLO must be members of this group. Enter a DN from the directory (for example,
CN=Group1, OU=Managed Groups, DC=domain, DC=extension).

Shortened DNs are also supported (for example, Group1). The shortened DN is not a unique match. Hewlett Packard Enterprise
recommends using the fully qualified DN.

e Group SID (Security ID)—Microsoft Security ID is used for Kerberos and directory group authorization. This value is required for
Kerberos authentication. The required format is S-1-5-2039349.
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Active Directory nested groups (schema-free configuration only)

Many organizations have users and administrators arranged in groups. This arrangement is convenient because you can associate a
group with one or more iLO systems. You can update the configuration by adding or deleting group members.

Microsoft Active Directory supports placing one group in another group to create a nested group.

In a schema-free configuration, users who are indirect members (a member of a group that is a nested group of the primary group) are
allowed to log in to iLO.
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Directory group privileges

e #|ogin Privilege—Enables members of a group to log in to iLO.
e @ Remote Console Access—Enables users to access the host system Remote Console, including video, keyboard, and mouse control.
e @ Virtual Media—Enables users to use the Virtual Media feature on the host system.

e U Virtual Power and Reset—Enables users to power-cycle or reset the host system. These activities interrupt the system availability.
Users with this privilege can diagnose the system by using the Generate NMI to System button.

e & Configure iLO Settings—Enables users to configure most iLO settings, including security settings, and to update iLO firmware.

After iLO is configured, revoking this privilege from all users prevents reconfiguration with the web interface, HPQLOCFG, or the CLI.
Users who have access to iLO RBSU, the UEFI System Utilities, or HPONCFG can still reconfigure iLO. Only a user who has the
Administer User Accounts privilege can enable or disable this privilege.

e 2 Administer User Accounts—Enables users to add, edit, and delete local iLO user accounts.
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Configuring iLO Federation
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iLO Federation settings

iLO uses multicast discovery, peer-to-peer communication, and iLO Federation groups to communicate with other iLO systems.

When you navigate to one of the iLO Federation pages, a data request is sent from the iLO system running the web interface to its peers,
and from those peers to other peers untfil all data for the selected group is retrieved.

Configure the iLO Federation group and multicast settings on the Administration > iLO Federation page.
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Prerequisites for using theiLO Federation features

Procedure
e The network configuration meets the iLO Federation requirements.
The multicast options are configured for each iLO system that will be added to an iLO Federation group.
If you use the default multicast option values, configuration is not required.
e jLO Federation group memberships are configured.
All iLO systems are automatically added to the DEFAULT group.
e Enclosure support for iLO Federation is configured in the Onboard Administrator software (ProLiant server blades only).

This setting is enabled by default.

: Prerequisites for using the iLO Federation features 116



iLO Federation network requirements

e Servers that will be used with iLO Federation must use the iLO Dedicated Network Port configuration. The iLO Federation features
cannot be used with the iLO Shared Network Port configuration.

e (Optional) iLO Federation supports both IPv4 and IPvé6. If both options have valid configurations, you can configure iLO to use IPv4
instead of IPvé. To configure this setting, clear the iLO Client Applications use IPvé first check box on the Network > iLO Dedicated
Network Port > IPv6 page.

e Configure the network to forward multicast traffic if you want to manage iLO systems in multiple locations.

e |If the switches in your network include the option to enable or disable multicast traffic, ensure that it is enabled. This configuration is
required for iLO Federation and other Hewlett Packard Enterprise products to discover the iLO systems on the network.

e ForiLO systems that are separated by Layer 3 switches, configure the switches to forward SSDP multicast traffic between networks.

e Configure the network to allow multicast traffic (UDP port 1900) and direct HTTP (TCP default port 80) communication between iLO
systems.

e For networks with multiple VLANs, configure the switches to allow multicast traffic between the VLANSs.
e For networks with Layer 3 switches:

o For IPv4 networks: Enable PIM on the switch and configure it for PIM Dense Mode.

o For IPv6 networks: Configure the switch for MLD snooping.

e If you want to use server blades in a BladeSystem c-Class enclosure with iLO Federation, the Enable Enclosure iLO Federation
Support setting must be enabled in the Onboard Administrator web interface. This setting is enabled by default.
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Configuring the multicast options for oneiLO system at a time

Use the following procedure to configure the multicast options for the systems you will add to iLO Federation groups. If you use the
default values, configuration is not required.

You can use the iLO RESTful API or RIBCL scripts to view and configure mulficast options for multiple iLO systems.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > iLO Federation page.

2. Enable or disable the iLO Federation Management option.

3. Enable or disable the Multicast Discovery option.

4. Enter a value for Multicast Announcement Interval (seconds/minutes).

5. Select a value for IPv6 Multicast Scope.
To ensure that multicast discovery works correctly, make sure that all iLO systems in the same group use the same value for IPvé
Multicast Scope.

6. Enter a value for Multicast Time To Live (TTL).
To ensure that multicast discovery works correctly, make sure that all iLO systems in the same group use the same value for
Multicast Time to Live (TTL).

7. Click Apply.

Network changes and changes you make on this page take effect after the next multicast announcement.
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Multicast options

iLO Federation Management

Enables or disables the iLO Federation features. The default setting is Enabled. Selecting Disabled disables the iLO Federation
features for the local iLO system.

Multicast discovery

Enables or disables multicast discovery. The default setting is Enabled. Selecting Disabled disables the iLO Federation features for
the local iLO system.

Disabling multicast discovery is not supported on Synergy compute modules. To limit the impact of multicast traffic on a network
with Synergy compute modules, adjust the IPv6 Multicast Scope and Multicast Time To Live (TTL) settings.

Multicast Announcement Interval (seconds/minutes)

Sets the frequency at which the iLO system announces itself on the network. Each multicast announcement is approximately 300
bytes. Select a value of 30 seconds to 30 minutes. The default value is 10 minutes. Selecting Disabled disables the iLO Federation
features for the local iLO system.

The possible values are:
e 30, 60, or 120 seconds

e 5,10, 15, or 30 minutes
e Disabled
IPv6 Multicast Scope

The size of the network that will send and receive multicast traffic. Valid values are Link, Site, and Organization. The default value
is Site.

Multicast Time To Live (TTL)

Specifies the number of switches that can be traversed before multicast discovery stops. Valid values are from 1 to 255. The
default value is 5.
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iLO Federation groups
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iLO Federation group memberships for localiLO systems

When you configure group memberships for a local iLO system, you specify the privileges that members of a group have for configuring
the local managed server.

For example, if you add the local iLO system to groupl and assign the Virtual Power and Reset privilege, the users of other iLO systems
in groupl can change the power state of the managed server.

If the local iLO system does not grant the Virtual Power and Reset privilege to groupl, the users of other iLO systems in groupl cannot
use the group power control features to change the power state of the managed server.

If the system maintenance switch is set to disable iLO security on the local iLO system, the users of other iLO systems in groupl can
change the state of the managed server, regardless of the assigned group privileges.

Group memberships for the local iLO system are configured on the Administration > iLO Federation page.

You can perform the following tasks for a local iLO system:
e View group memberships.
e Add and edit group memberships.

e Remove group memberships.

: iLO Federation group memberships for local iLO systems 121



iLO Federation group memberships for a set of iLO systems
When you add group memberships for multiple iLO systems at one time, you specify the privileges that members of the group have for
configuring the other members of the group.

For example, if you configure group2 based on the DEFAULT group, and you assign the Virtual Power and Reset privilege, the users of
iLO systems in group2 can change the power state of all the servers in the group.

You can add group memberships for multiple iLO systems on the Group Configuration page.
You can perform the following tasks for a group of iLO systems:

e Create a group with the same members as an existing group, but with different privileges.

e Create a group with members that you select by using the iLO Federation filters.

: iLO Federation group memberships for a set of iLO systems
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iLO Federation group privileges

When an iLO system is added to a group, the group can be granted the following privileges:

# Login Privilege—Group members can log in to iLO.

@ Remote Console Access—Group members can remotely access the managed server Remote Console, including video, keyboard, and
mouse control.

B Virtual Media—Group members can use scripted Virtual Media with the managed server.
© Virtual Power and Reset —Group members can power-cycle or reset the managed server.

# Configure iLO Settings—Group members can configure most iLO settings, including security settings, and can remotely update
firmware.

2 Administer User Accounts—Group members can add, edit, and delete iLO user accounts.
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iLO Federation group characteristics

e AllLO systems are automatically added to the DEFAULT group, which is granted the Login privilege for each group member. You
can edit or delete the DEFAULT group membership.

e iLO Federation groups can overlap, span racks and data centers, and can be used to create management domains.

e Each iLO system can be a member of up to 10 iLO Federation groups.

e There is no limit on the number of iLO systems that can be in a group.

e You must have the Configure iLO Settings privilege to configure group memberships.

e You can use the iLO web interface to configure group memberships for a local iLO system or a group of iLO systems.

e You can use the iLO RESTful API to configure group memberships.

For more information, see the iLO RESTful APl documentation at the following website:

https://www.hpe.com/support/restfulinterface/docs.

e Hewlett Packard Enterprise recommends installing the same version of the iLO firmware on iLO systems that are in the same iLO
Federation group.
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Managing iLO Federation group memberships (local iLO system)
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Adding iLO Federation group memberships

Prerequisites
e Configure iLO Settings privilege
e The Minimum Password Length setting on the Access Settings page is set to 31 or fewer characters.
Procedure
1. Navigate to the Administration > iLO Federation page.
2. Click Join Group.
3. Enter a Group Name.
This value can be 1 to 31 characters long.
4, Enter the Group Key and Group Key Confirm values.
The group key (password) can be from the configured minimum password length to 31 characters long.
5. Select from the following privileges:
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
e Login Privilege
This step defines the privileges that members of the group have for configuring the other members of the group.
6. Click Join Group.
If you entered the name and key of an existing group, the local iLO system is added to that group.

If you entered the name and key of a group that does not exist, the group is created and the local iLO system is added to it.
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Editing iLO Federation group memberships

Prerequisites

Configure iLO Settings privilege

If you want to edit the group key, the Minimum Password Length setting on the Access Settings page is set to 31 or fewer

characters.
Procedure
1. Navigate to the Administration > iLO Federation page.
2. Select a group membership, and then click Edit.
3. To change the group name, enter a new name in the Group Name box.
The group name can be 1 to 31 characters long.
4. To change the group key, enter a new value in the Group Key and Group Key Confirm boxes.
The group key can be from the configured minimum password length to 31 characters long.
5. Select or clear the check boxes for the privileges you want to update.
The privileges granted to the group by the local iLO system control the tasks that users of other iLO systems in the group can
perform on the managed server.
6. Click Update Group.
7. If you updated the group name or group key, update them on the other systems in the affected group.
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Removing a group membership from a localiLO system

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > iLO Federation page.

2. Select the check box next to the group membership that you want to delete.

3. Click Delete.

4. When prompted to confirm the request, click OK.
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Viewing iLO Federation group memberships (local iLO system)
Procedure
1. Navigate to the Administration > iLO Federation page.

The Group Membership for this iLO table lists the name of each group that includes the local iLO system, and the privileges granted
to the group by the local iLO system.

2. Optional: To view a privilege name, move the cursor over a privilege icon.
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Adding iLO Federation group memberships (multipleiLO systems)
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Adding a group based on an existing group

Use this procedure to create a group with the same members as an existing group. For example, you could create a group with the same
systems as the DEFAULT group, but with different privileges.

Prerequisites

Configure iLO Settings privilege

A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

At least one iLO Federation group exists.

Procedure

1.

2.

Navigate to the iLO Federation > Group Configuration page.

Select a group from the Selected Group menu.

All of the systems in the selected group will be added to the group you create.

Enter a Group Name.

This value can be 1 to 31 characters long.

If you enter the name of a group that exists, iLO prompts you to enter a unique group name.

Enter the Group Key and Group Key Confirm values.

The group key (password) can be from the configured minimum password length to 31 characters long.

Select from the following privileges:

e Administer User Accounts

e Remote Console Access

e Virtual Power and Reset

e Virtual Media

e Configure iLO Settings

e Login Privilege

This step defines the privileges that members of the group have for configuring the other members of the group.
(Optional) Enter the Login Name and Password for a user account on the remote systems you want to manage.

This information is required if the selected group is not assigned the Configure iLO Settings privilege on the remote systems you
want to manage.

To enter credentials for multiple remote systems, create a user account with the same login name and password on each system.
Click Create Group.

The group creation process takes a few minutes. The group will be fully populated within the amount of time configured for the
Multicast Announcement Interval.
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Creating a group from a filtered list of servers

Use this procedure to create a group from a filtered list of servers. For example, you might want to create a group that contains all
servers with a specific version of the iLO firmware.

When you create a group from a filtered list of servers, the group includes only the servers in the Affected Systems list during the group
creation process. Servers that meet the filter criteria later, after the group is created, are not added to the group.

Prerequisites
e Configure iLO Settings privilege

e Alicense that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

e At least one iLO Federation group exists.
Procedure
1. Create a set of systems by using the filters on the iLO Federation pages.
2. Navigate to the iLO Federation > Group Configuration page.
The active filters are listed at the top of the page.
3. Select a group from the Selected Group menu.
All of the systems in the selected group that meet the selected filter criteria will be added to the new group.
4. Enter a Group Name.
This value can be 1 to 31 characters long.
If you enter the name of a group that exists, iLO prompts you to enter a unique group name.
5. Enter the Group Key and Group Key Confirm values.
The group key (password) can be from the configured minimum password length to 31 characters long.
6. Select from the following privileges:
e Administer User Accounts
e Remote Console Access
e Virtual Power and Reset
e Virtual Media
e Configure iLO Settings
e Login Privilege
This step defines the privileges that members of the group have for configuring the other members of the group.
7. (Optional) Enter the Login Name and Password for a user account on the remote systems you want to manage.

This information is required if the selected group is not assigned the Configure iLO Settings privilege on the remote systems you
want to manage.

To enter credentials for multiple remote systems, create a user account with the same login name and password on each system.
8. To save the configuration, click Create Group.

The group creation process takes a few minutes. The group will be fully populated within the amount of time configured for the
Multicast Announcement Interval.
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Servers affected by a group membership change

The Affected Systems section on the Group Configuration page provides the following details about the servers affected when you make
a group membership change:

e Server Name—The server name defined by the host operating system.
e Server Power—The server power state (ON or OFF).

e UID Indicator—The state of the UID LED. The UID LED helps you identify and locate a server, especially in high-density rack
environments. The possible states are UID ON, UID OFF, and UID BLINK.

e iLO Hostname—The fully qualified network name assigned to the iLO subsystem. To open the iLO web interface for the server, click
the link in the iLO Hostname column.

e |P Address—The network IP address of the iLO subsystem. To open the iLO web interface for the server, click the link in the IP
Address column.

Click Next or Prev (if available) to view more servers in the list.
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Configuring Enclosure iLO Federation Support

If you want to use iLO Federation with server blades in a BladeSystem c-Class enclosure, the Enable Enclosure iLO Federation Support
option must be enabled in the Onboard Administrator software. This setting is required to allow peer-to-peer communication between
the server blades in an enclosure. The Enable Enclosure iLO Federation Support option is enabled by default.

Prerequisites
Onboard Administrator 4.11 or later is installed.

Procedure

1. Login to the Onboard Administrator web interface (https://<OA hostname or IP address>).

2. Select Enclosure Information > Enclosure Settings > Network Access in the navigation tree.
The Protocols tab is displayed.

3. Select the Enable Enclosure iLO Federation Support check box, and then click Apply.
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You can also use the CLI to enable or disable the Enable Enclosure iLO Federation Support option. To enable the option, enter
ENABLE ENCLOSURE ILO FEDERATION SUPPORT. To disable the option, enter DISABLE

ENCLOSURE ILO FEDERATION SUPPORT .For more information, see the Onboard Administrator CLI user guide.
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Verifying server blade support foriLO Federation

Procedure

1. Login to the Onboard Administrator web interface (https://<OA hostname or IP address>).
2. Select Device Bays > <Device Name> > iLO in the navigation tree.

3. Verify that iLO Federation Capable is set to Yes.
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General security guidelines

When you set up and use iLO, consider the following guidelines for maximizing security:

Set up iLO on a dedicated management network.

Do not connect iLO directly to the Internet.

IMPORTANT:

Change the iLO user account passwords immediately if iLO has been connected directly to the Internet.

Install an SSL certificate that is signed by a Certificate Authority (CA).
You can perform this task on the SSL Certificate Information page.
Change the password for your user accounts, including the default user account.

You can perform this task on the User Administration page.

IMPORTANT:

Follow the iLO user account password guidelines when you create and update user accounts.

Instead of creating accounts with all privileges, create multiple accounts with fewer privileges.

Keep your iLO and server firmware up-to-date.

Use an authentication service (for example, Active Directory or OpenLDAP), preferably with two-factor authentication.
Disable ports and protocols that you do not use (for example, SNMP Access or IPMI/DCMI over LAN Access).

You can perform this task on the Access Settings page.

Use HTTPS for the Integrated Remote Console.

To configure this option, enable the IRC requires a trusted certificate in iLO setting on the Remote Console Security tab.
Configure the Integrated Remote Console to automatically lock the server OS console.

To configure this option, configure the Remote Console Computer Lock setting on the Remote Console Security tab.
Configure a higher security state on the Encryption Settings page.

Configure iLO to require login credentials when users access the iLO RBSU or the iLO 4 Configuration Utility in the UEFI System
Utilities.

You can perform this task on the Access Settings page.
Configure iLO to log authentication failures.

You can perform this task on the Access Settings page.
Configure iLO to avoid access over an HTTP connection.

To configure this behavior, install a trusted SSL certificate that is signed by a Certificate Authority (CA) and enable the IRC requires
a frusted certificate in iLO setting.

You can complete these configuration steps on the SSL Certificate Information page and the Remote Console page Security tab
respectively.

In this configuration, when you access the iLO web interface, iLO returns an HTTP Strict Transport Security (HSTS) flag in the
response header, which enables the browser to automatically redirect any HTTP request to HTTPS.
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Authorizing a new SSH key by using the web interface

Prerequisites

Administer User Accounts privilege

Procedure

1. Generate a 2,048-bit DSA or RSA key by using ssh-keygen, puttygen.exe, or another SSH key utility.

2. Save the public key as key.pub.

3. Copy the contents of the key.pub file.

4. Navigate to the Administration > Security page.

5. Click the Secure Shell Key tab.

6. Select the check box to the left of the user account to which you want to add an SSH key.
Each user account can have only one key assigned.

7. Click Authorize New Key.

8. Paste the public key into the Public Key Import Data box.

9. Click Import Public Key.

The Authorized SSH Keys table is updated to show the hash of the SSH public key associated with the user account.

: Authorizing a new SSH key by using the web interface

139



Authorizing a new SSH key by using the CLI

Prerequisites

Administer User Accounts privilege

Procedure

1. Generate a 2,048-bit DSA or RSA SSH key by using ssh-keygen, puttygen.exe, or another SSH key utility.
2. Createthe key.pub file.

3. Verify that Secure Shell (SSH) Access is enabled on the Access Settings page.

4, Use putty.exe toopen an SSH session using port 22.

5. Change tothe /Mapl/Configl directory.

6. Enter the following command:

load sshkey type "oemhp loadSSHkey -source

<protocol://username:password@hostname:port/filename>"
When you use this command:

e The protocol valueisrequired and must be HTTP or HTTPS.

e The hostname and filename values are required.

e The username:password and port values are optional.

The CLI performs a cursory syntax verification of the values you enter. Visually verify that the URL is valid. The following example
shows the command structure:

oemhp loadSSHkey -source http://192.168.1.1/images/path/sshkey.pub

: Authorizing a new SSH key by using the CLI
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Deleting SSH keys

Use the following procedure to delete SSH keys from one or more user accounts.

When an SSH key is deleted from iLO, an SSH client cannot authenticate to iLO by using the corresponding private key.

Prerequisites
Administer User Accounts privilege

Procedure

1. Navigate to the Administration > Security page.

2. On the Secure Shell Key page, select the check box to the left of the user for which you want to delete an SSH key.
3. Click Delete Selected Key(s).

The selected SSH keys are removed from iLO.
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Requirements for authorizing SSH keys from an HPE SIM server

The mxagentconfig utility enables you to authorize SSH keys from an HPE SIM server.

e SSH must be enabled in iLO before you use mxagentconfig to authorize a key.

e The user name and password entered in mxagentconfig must correspond to a user account with the Configure iLO Settings
privilege. The user can be a directory user or a local user.

e The key is authorized in iLO and corresponds to the user name specified in the mxagentconfig command.

For more information about mxagentconfig, see the iLO scripting and CLI guide.
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SSH keys

When you add an SSH key to iLO, the iLO firmware associates the key with a local user account.

Supported SSH key formats

RFC 4716
OpenSSH key format

iLO legacy format

Working with SSH keys

The supported SSH key formats are supported with the iLO web interface and the CLI.

Any SSH connection authenticated through the corresponding private key is authenticated as the owner of the key and has the same
privileges.

The iLO firmware can import SSH keys with a maximum length of 1,366 bytes. If the key length exceeds 1,366 bytes, the
authorization might fail. If a failure occurs, use the SSH client software to generate a shorter key.

If you use the iLO web interface to enter the public key, you select the user associated with the public key.
If you use the iLO RESTful API to enter the public key, the user name is provided with the public key in the POST body.
If you use the CLI to enter the public key, the public key is linked to the user name that you entered to log in to iLO.

If a user is removed after an SSH key is authorized for that user, the SSH key is removed.
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Supported SSH key format examples

RFC 4716

———- BEGIN 55H2 PUBLIC EEY ----

Comment: "Administrator™ s
AAARRINzaClkc3MARACATZTCO04DYy2 zr TEWhUL T TWHDEQAEdvuh 1 NLT i vLFE3ToKZ Mg
ZLzFOVInPSR2VEVIMTwvdVy SupD82CT1xxLtarOPCON 2 qUgo0a i KRCEWLMx c s LT MR
AWwI3ldxQvPYnhTYvhPQuoed/vYnoam+y0zidD03pDvaKaeNA3H,/ zELSmf 2 ot & MRS
SURARAVATdefo8ffglhgda/eTGERHPCEIINAAAAGCENhADY K u+Mvd xuXccXWE O P c Ml
1477Y¥iZgo=s3jt/Z0ezFE6/ cll/ BwwZwEC1HCesMuwsVEIgi Thvn 1 czFPEOt 0 6 gV - Ml
JFceBY3/bEpQkn615GPCEANRS: 10EjyUZrxL4LdBron,/ K2 +1ml faXHn=zDTEJORH M
g8Z2Jazh¥920PpkD4hNEARAAGDN31balgFV10OULR, 1M3i¥greem3ITETS00507T 50 F MY
h¥/Z/axcbbrHCH/2366VA/554chkVindT2 IDRREVEcVEOVC 3nbd ckpfFE ZvE kAW Y M
2iFDLgRb 14gyREBIfEBEQpvvhDjlaecdFbaC2UvZlcHir Ohhl9nfi3ciXar EINNg
STV

—-——- END S55H2 PUBLIC EEY -—---

OpenSSH key format

33h-dss

ARRRRENzaClkc3MRARCRY JEASRkSHLCLgDIII+RkAIUXjVS2EnNSkEYD1 TadJpwlVOlBirrLGPdSt0avll
Sz0DNQuUTgTPE]j/8cXyHe3y85Ca3Rics1fARYLINFGgFjrTw2EByRu YMQempe/ W/ kDMCOd
VOE2¥nfclpcVDIm3ahVPREkxFVOWEKARARRVATIJ61F+oVErkHovh FfJaSLARRRgREpTIS/ MIF0s50x

gkEWPDE+FVz9cZ0GEwIbinuAL/9ARsizkbwRLpRAIXxApGeDEKFv] 3ZIyNjcQODeYYglw VU4 5AKSKLEBHGIpF
OScVEnWEGEvrWTmAvEt G2 zwHMEDFSREW,/V526/ JROTEzSNXTH/wgRtTe/oLotHeyV2 jFZFGpxDOVHWALL L g
FfepviWaco3CDELmHO JT3yUkRSalDztpgtoodDTev TVrHPP J nEKEmp zHPmARKRxz3g5 5805 fWSnWH3n/pekB
290I91HIr3Lx4Jo0VWwIpkbwblby4eZ2cgDw2 OKQOAS IJE4iQESTLPHecJ0HI L ZH/ KEYnFNwwY v2NSJyjLw
ROTSmQEOW Administrator@EDM3

iLO legacy format
The iLO legacy format keys are OpenSSH keys surrounded by the BEGIN/END headers needed for RIBCL.

This format must be one line between the BEGIN SSH KEY and END SSH KEY text.

LAARRSNzaClkec3MARACBANLA SN o9 cHl asavekpuCRECIUvPTgcMbw+sTDrx 91 V2 2 Xvonwi JAFi oM,/ OV
REVhMSoKdGHMCT=CERrFVIzWIMIc IR 5 Z2dYQ5DE 44X 6wl sQcAROWNGEN S zHL 6 Y sbXvNAS X TuBM 7 5 Xw!
ApWVuGAT OnwlIY v,/ dsEEfbEYeGZCRAAAAFQDof A4 Tl pIRdy 6epn I SNrwIRvaQRA A TRY TMHa 2uHE2T0
EEYTENMi 0o 5mOomgy+tg5s3GC+HvwwYy/ 5TagpIdfJzgkpHFSEPhmO Kz zVimsanC+piinT1rE3xUxojew
1okTERSCHMxLa+0WVWENcgTeOxpve,/ cFeZvsHs0UWz6gKIMCQSPk118WVMCw,/ tyLpd42YXCalLZzGEi SpKARRD
IERL1TF=CTsDbPFj02a5j03gFXa762 1WvuSiFRZScEC SWIEYwWMC,/ ICadJVDNVCpgF S spoNbS3W11pUARIgls

IYEvEZlurWWAFIEYy TR/ 51QqrsRYDPLMSeBkkLOZ EBECe++HILuc+hEv] 90tageNVhpCE09griYo
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Administering SSL certificates

The Secure Sockets Layer (SSL) protocol is a standard for encrypting data so that it cannot be viewed or modified while in transit on the
network. An SSL certificate is a small computer file that digitally combines a cryptographic key (the server public key) with the server

name. Only the server itself has the corresponding private key, allowing for authenticated two-way communication between a user and
the server.

A certificate must be signed to be valid. If it is signed by a Certificate Authority (CA), and that CA is trusted, all certificates signed by the
CA are also trusted. A self-signed certificate is one in which the owner of the certificate acts as its own CA.

By default, iLO creates a self-signed certificate for use in SSL connections. This certificate enables iLO to work without additional
configuration steps.

IMPORTANT:

Using a self-signed certificate is less secure than importing a trusted certificate. Hewlett Packard Enterprise
recommends importing a trusted certificate to protect the iLO user account credentials.
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Viewing SSL certificate information

Procedure

Navigate to the Administration > Security > SSL Certificate page.
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SSL certificate details

e |ssued To—The entity to which the certificate was issued.

When you view the iLO self-signed certificate, this value displays information related to the Hewlett Packard Enterprise Houston
office.

e |ssued By—The CA that issued the certificate.

When you view the iLO self-signed certificate, this value displays information related to the Hewlett Packard Enterprise Houston
office.

e Valid From—The first date that the certificate is valid.
e Valid Until—The date that the certificate expires.

e Serial Number—The serial number assigned to the certificate. This value is generated by iLO for the self-signed certificate, and by
the CA for a trusted certificate.

: SSL certificate details 147



Obtaining and importing an SSL certificate
iLO allows you to create a Certificate Signing Request that you can send to a Certificate Authority to obtain a trusted SSL certificate to
import into iLO.

An SSL certificate works only with the keys generated with its corresponding CSR. If iLO is reset to the factory default settings, or
another CSR is generated before the certificate that corresponds to the previous CSR is imported, the certificate does not work. In that
case, a new CSR must be generated and used to obtain a new certificate from a CA.

Prerequisites
Configure iLO Settings privilege
Procedure

1. Obtain a trusted certificate from a Certificate Authority (CA).

2. Import the trusted certificate into iLO.
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Obtaining a trusted certificate from a CA

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Security > SSL Certificate page.
2. Click Customize Certificate.

3. Enter values for the following:

e Country (C)

State (ST)

e City or Locality (L)

e Organization Name (O)
e Organizational Unit (OU)
e Common Name (CN)

4, (Optional) To include the iLO IP addresses in the CSR, select the include iLO IP Address(es) check box.

NOTE:

Many certificate authorities (CAs) cannot accept this input. Do not select this option if you are not sure that the CA
you are using can accept this input.

When this option is enabled, the iLO IP addresses will be included in the CSR Subject Alternative Name (SAN) extension.
5. Click Generate CSR.
A message notifies you that a CSR is being generated and that the process might take up to 10 minutes.
6. After a few minutes (up to 10), click Generate CSR again.
The CSR is displayed.
7. Select and copy the CSR text.
8. Open a browser window and navigate to a third-party CA.
9. Follow the onscreen instructions and submit the CSR to the CA.
e When prompted to select a certificate purpose, make sure that you select the option for a server certificate.

e  When you submit the CSR to the CA, your environment might require the specification of Subject Alternative Names. If necessary,
enter the iLO DNS name.

The CA generates a certificate. The certificate signing hash is determined by the CA.

10. After you obtain the certificate, make sure that:
e The CN matches the iLO FQDN. This value is listed as the iLO Hostname on the Overview page.
e The certificate is a Base64-encoded X.509 certificate.

o The first and last lines are included in the certificate.
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CSR input details

When you create a CSR, enter the following details:

Country (C)—The two-character country code that identifies the country where the company or organization that owns this iLO
subsystem is located. Enter the two-letter abbreviation in capital letters.

State (ST)—The state where the company or organization that owns this iLO subsystem is located.

City or Locality (L)—The city or locality where the company or organization that owns this iLO subsystem is located.
Organization Name (O)—The name of the company or organization that owns this iLO subsystem.

Organizational Unit (OU)—(Optional) The unit within the company or organization that owns this iLO subsystem.
Common Name (CN)—The FQDN of this iLO subsystem.

The FQDN is entered automatically in the Common Name (CN) box.

To enable iLO to enter the FQDN in the CSR, configure the Domain Name on the Network General Settings page.

Include iLO IP Address(es) —Select this check box to include the iLO IP addresses in the CSR.

NOTE:

Many CAs cannot accept this input. Do not select this option if you are not sure that the CA you are using can accept
this input.
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Certificate signing requests

A CSR contains a public and private key pair that validates communications between the client browser and iLO. iLO generates a 2048-
bit RSA key. The generated CSR is held in memory until a new CSR is generated, iLO is reset to the factory default settings, or a
certificate is imported.
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Importing a trusted certificate

Prerequisites

Configure iLO Settings privilege

Procedure

1.

2.

3.

Navigate to the Administration > Security > SSL Certificate page.
Click Customize Cerfificate.
Click Import Certificate.

In the Import Certificate window, paste the certificate into the text box, and then click Import.

iLO supports SSL certificates that are up to 3 KB (including the 609 bytes or 1,187 bytes used by the private key, for 1,024-bit and

2,048-bit certificates, respectively).

Reset iLO.

Importing a trusted certificate
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Removing a customized certificate

Use this feature to remove a custom SSL certificate and regenerate the iLO self-signed certificate.

You might want to remove a custom certificate for the following reasons:

e The certificate expired.

e The certificate contains invalid information.

e There are security concerns related to the certificate.

e An experienced support organization recommended that you remove a custom certificate.
Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Security > SSL Certificate page.

2. Click Remove.

iLO prompts you to confirm that you want to delete the existing certificate, reset iLO, and generate a new self-signed certificate.

3. Click OK.
iLO removes the custom SSL certificate, resets, and generates a new self-signed certificate.

It might take several minutes for iLO to generate the new certificate.

Removing a customized certificate
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Directory authentication and authorization settings iniLO

The iLO firmware supports Kerberos authentication with Microsoft Active Directory. It also supports directory integration with an Active
Directory or OpenLDAP directory server.

When you configure directory integration, you choose between the schema-free and HPE Extended Schema configurations. The HPE
Extended Schema is supported only with Active Directory. The iLO firmware connects to directory services by using SSL connections to
the directory server LDAP port.

You can enable the directory server certificate validation feature by importing a CA certificate. This feature ensures that iLO connects to
the correct directory server during LDAP authentication.

Configuring the authentication and directory server settings in iLO is one step in the process of configuring iLO to use a directory or
Kerberos authentication. Additional steps are required to set up your environment to use these features.
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Prerequisites for configuring authentication and directory server settings

Procedure
1. Verify that your iLO user account has the Configure iLO Settings privilege.
2. Install a license that supports this feature.

3. Configure your environment to support Kerberos authentication or directory integration.
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Configuring Kerberos authentication settings iniLO

Prerequisites

e Your environment meets the prerequisites for using this feature.

e The Kerberos keytab file you created during the environment setup tasks is available.

Procedure

1. Navigate to the Administration > Security > Directory page.

2. Select the Kerberos Authentication check box.

3. Select the Local User Accounts check box if you want to use local user accounts at the same time as Kerberos authentication.
4, Enter the Kerberos Realm name.

5. Enter the Kerberos KDC Server Address.

6. Enter the Kerberos KDC Server Port.

7. To add the Kerberos Keytab file, click Browse or Choose File (depending on the browser you use), and then follow the onscreen
instructions.

8. Click Apply Settings.

9. Click Administer Groups to configure directory groups.
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Kerberos settings
e Kerberos Authentication—Enables or disables Kerberos login. If Kerberos login is enabled and configured correctly, the Zero Sign In
button appears on the login page.

e Kerberos Realm—The name of the Kerberos realm in which the iLO processor operates. This value can be up to 127 characters. The
realm name is usually the DNS name converted to uppercase letters. Realm names are case-sensitive.

e Kerberos KDC Server Address —The IP address or DNS name of the KDC server. This value can be up to 127 characters. Each realm
must have at least one Key Distribution Center (KDC) that contains an authentication server and a ticket grant server. These servers
can be combined.

e Kerberos KDC Server Port—The TCP or UDP port number on which the KDC is listening. The default value is 88.

e Kerberos Keytab—A binary file that contains pairs of service principal names and encrypted passwords. In the Windows
environment, you use the ktpass utility to generate the keytab file.
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Configuring schema-free directory settings iniLO

Prerequisites

Your environment meets the prerequisites for using this feature.

Procedure
1. Navigate to the Administration > Security > Directory page.
2. Select Use Directory Default Schema from the LDAP Directory Authentication menu.
3. Select the Local User Accounts check box if you want to use local user accounts at the same time as directory integration.
4. OpenLDAP users only: Select the Generic LDAP check box.
This setting is available only if Use Directory Default Schema is selected.
5. Enter the FQDN or IP address of a directory server in the Directory Server Address box.
6. Enter the directory server port number in the Directory Server LDAP Port box.
7. Enter valid search contexts in one or more of the Directory User Context boxes.
8. Optional: Import a new CA certificate.
a. Click Import in the Certificate Status box.
b. Paste the Baseb64-encoded X.509 certificate data into the Import Certificate window, and then click Import.
9. Optional: Replace an existing CA certificate.
a. Click View in the Certificate Status text box.
b. Click New in the Certificate Details window.
c. Paste the Base64-encoded X.509 certificate data into the Import Certificate window, and then click Import.
10. Click Apply Settings.
11. To test the communication between the directory server and iLO, click Test Settings.
12. Optional: To configure directory groups, click Administer Groups to navigate to the User Administration page.

: Configuring schema-free directory settings in iLO
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Schema-free directory settings

e Use Directory Default Schema—Selects directory authentication and authorization by using user accounts in the directory. User
accounts and group memberships are used to authenticate and authorize users.
This configuration supports Active Directory and OpenLDAP.

e Generic LDAP—Specifies that this configuration uses the OpenLDAP supported BIND method.

e Directory Server Address —Specifies the network DNS name or IP address of the directory server. The directory server address can
be up to 127 characters.

If you enter the FQDN, ensure that the DNS settings are configured in iLO.
Hewlett Packard Enterprise recommends using DNS round-robin when you define the directory server.

e Directory Server LDAP Port—Specifies the port number for the secure LDAP service on the server. The default value is 636. If your
directory service is configured to use a different port, you can specify a different value. Make sure that you enter a secured LDAP
port. iLO cannot connect to an unsecured LDAP port.

e Directory User Contexts—These boxes enable you to specify common directory subcontexts so that users do not need to enter their

full DNs at login. There is a 1904 character limit for the sum of all the directory user contexts.
e Certificate Status—Specifies whether a directory server CA certificate is loaded.

If the status is Loaded, click View to display the CA certificate details. If no CA certificate is loaded, the status Not Loaded is
displayed. iLO supports SSL certificates up to 4 KB in size.

: Schema-free directory settings
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Configuring HPE Extended Schema directory settings iniLO

Prerequisites

Your environment meets the prerequisites for using this feature.

Procedure
1. Navigate to the Administration > Security > Directory page.
2. Select Use Extended Schema from the LDAP Directory Authentication menu.
3. Select the Local User Accounts check box if you want to use local user accounts at the same time as directory integration.
4. Enter the FQDN or IP address of a directory server in the Directory Server Address box.
5. Enter the directory server port number in the Directory Server LDAP Port box.
6. Enter the location of this iLO instance in the directory tree in the LOM Object Distinguished Name box.
7. Enter valid search contexts in one or more of the Directory User Context boxes.
8. Optional: Import a new CA certificate.
a. Click Import in the Certificate Status text box.
b. Paste the Baseb64-encoded X.509 certificate data into the Import Certificate window, and then click Import.
9. Optional: Replace an existing CA certificate.
a. Click View in the Certificate Status text box.
b. Click New in the Certificate Details window.
c. Paste the Base64-encoded X.509 certificate data into the Import Certificate window, and then click Import.
10. Click Apply Settings.
11. To test the communication between the directory server and iLO, click Test Settings.

: Configuring HPE Extended Schema directory settings in iLO
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HPE Extended Schema directory settings

e Use Extended Schema—Selects directory authentication and authorization by using directory objects created with the HPE Extended
Schema. Select this option when the directory has been extended with the HPE Extended Schema. The HPE Extended Schema works
only with Microsoft Windows. This configuration supports Active Directory.

e LOM Object Distinguished Name —Specifies where this iLO instance is listed in the directory tree (for example, cn=Mail Server

iLO, ou=Management Devices,o=ab).
User search contexts are not applied to the LOM object DN when iLO accesses the directory server.

e Directory Server Address —Specifies the network DNS name or IP address of the directory server. The directory server address can
be up to 127 characters.

If you enter the FQDN, ensure that the DNS settings are configured in iLO.
Hewlett Packard Enterprise recommends using DNS round-robin when you define the directory server.

e Directory Server LDAP Port—Specifies the port number for the secure LDAP service on the server. The default value is 636. If your
directory service is configured to use a different port, you can specify a different value. Make sure that you enter a secured LDAP
port. iLO cannot connect to an unsecured LDAP port.

e Directory User Contexts—These boxes enable you to specify common directory subcontexts so that users do not need to enter their
full DNs at login. There is a 1904 character limit for the sum of all the directory user contexts.

e Certificate Status—Specifies whether a directory server CA certificate is loaded.

If the status is Loaded, click View to display the CA certificate details. If no CA certificate is loaded, the status Not Loaded is
displayed. iLO supports SSL certificates up to 4 KB in size.
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Directory user contexts

You can identify the objects listed in a directory by using unique DNs. However, DNs can be long, users might not know their DNs, or

users might have accounts in different directory contexts. When you use user contexts, iLO attempts to contact the directory service by
DN, and then applies the search contexts in order until login is successful.

Example 1—If you enter the search context
ou=engineering,o=ab

, you can log in as
user

instead of logging in as cn=user, ou=engineering, o=ab.

Example 2—If the IM, Services, and Training departments manage a system, the following search contexts enable users in these
departments to log in by using their common names:
o Directory User Context 1:ou=IM,o=ab

o Directory User Context 2:ou=Services,o=ab
o Directory User Context 3:ou=Training, o=ab

If a user exists in both the IM organizational unit and the Training organizational unit, login is first attempted as

cn=user, ou=IM, o=ab.

Example 3 (Active Directory only) —Microsoft Active Directory allows an alternate user credential format. A user can log in as
user@domain.example.com.Entering the search context
@domain.example.com

allows the user to log in as user . Only a successful login attempt can test search contexts in this format.

Example 4 (OpenLDAP user)—If a user has the DN UID=user, ou=people, o=ab, and you enter the search context
ou=people,o=ab

, the user can log in as

user

instead of entering the DN.

To use this format, you must enable Generic LDAP on the Security - Directory page.
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Directory Server CA Certificate

During LDAP authentication, iLO validates the directory server certificate if the CA certificate is already imported. For successful
certificate validation, make sure that you import the correct CA certificate. If certificate validation fails, iLO login is denied and an event
is logged. If no CA certificate is imported, the directory server certificate validation step is skipped.

To verify SSL communication between the directory server and iLO, click Test Settings.
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Deleting a directory server CA certificate

Prerequisites
Configure iLO Settings privilege
Procedure
1. Navigate to the Administration > Security > Directory page.
2. Click View in the Certificate Status text box.
3. Click Delete in the Certificate Details window.
iLO prompts you to confirm the request.

4. Click OK.

iLO notifies you that the certificate was deleted.
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Local user accounts with Kerberos authentication and directory integration

Local user accounts can be active when you configure iLO to use a directory or Kerberos authentication. In this configuration, you can use
local and directory-based user access.

Consider the following:

e When local user accounts are enabled, configured users can log in by using locally stored user credentials.
e When local accounts are disabled, user access is limited to valid directory credentials.

e Do not disable local user access until you have validated access through Kerberos or a directory.

e When you use Kerberos authentication or directory integration, Hewlett Packard Enterprise recommends enabling local user
accounts and configuring a user account with administrator privileges. This account can be used if iLO cannot communicate with the
directory server.

e Access through local user accounts is enabled when directory support is disabled or a license is revoked.
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Running directory tests

Directory tests enable you to validate the configured directory settings. The directory test results are reset when directory settings are
saved, or when the directory tests are started.

Procedure

1. Navigate to the Administration > Security > Directory page.

2. At the bottom of the Directory page, click Test Settings.
iLO displays the results of a series of simple tests designed to validate the directory settings. After your directory settings are
configured correctly, you do not need to rerun these tests. The Directory Tests page does not require you to log in as a directory
user.

3. Inthe Directory Test Controls section, enter the DN and password of a directory administrator in the Directory Administrator
Distinguished Name and Directory Administrator Password boxes.
Hewlett Packard Enterprise recommends that you use the same credentials that you used when creating the iLO objects in the
directory. iLO does not store these credentials; they are used to verify the iLO object and user search contexts.

4. In the Directory Test Controls section, enter a test user name and password in the Test User Name and Test User Password boxes.

5. Click Start Test.

Several tests begin in the background, starting with a network ping of the directory user by establishing an SSL connection to the
server and evaluating user privileges.

While the tests are running, the page refreshes periodically. You can stop the tests or manually refresh the page at any time.
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Directory test input values

Enter the following values when you run directory tests:

e Directory Administrator Distinguished Name —Searches the directory for iLO objects, roles, and search contexts. This user must have
the right to read the directory.

o Directory Administrator Password —Authenticates the directory administrator.

e Test User Name and Test User Password—Tests login and access rights to iLO. This name does not need to be fully distinguished
because user search contexts can be applied. This user must be associated with a role for this iLO.

Typically, this account is used to access the iLO processor being tested. It can be the directory administrator account, but the tests
cannot verify user authentication with a superuser account. iLO does not store these credentials.
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Directory test status values and controls

iLO displays the following status values for directory tests:

e In Progress—Indicates that directory tests are currently being performed in the background.

Click Stop Test to cancel the current tests, or click Refresh to update the contents of the page with the latest results. Using the Stop
Test button might not stop the tests immediately.

e Not Running—Indicates that directory tests are current, and that you can supply new parameters to run the tests again.

Use the Start Test button to start the tests and use the current test control values. Directory tests cannot be started after they are
already in progress.

e Stopping—Indicates that directory tests have not yet reached a point where they can stop. You cannot restart tests until the status
changes to Not Running. Use the Refresh button to determine whether the tests are complete.
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Directory test results

The Directory Test Results section shows the directory test status with the date and time of the last update.

e Overall Status—Summarizes the results of the tests.
o Not Run—No tests were run.
o Inconclusive—No results were reported.
o Passed—No failures were reported.
o Problem Detected—A problem was reported.
o Failed—A specific subtest failed. To identify the problem, check the onscreen log.
o Warning—One or more of the directory tests reported a Warning status.
e Test—The name of each test.

e Result—Reports status for a specific directory setting or an operation that uses one or more directory settings. These results are
generated when a sequence of tests is run. The results stop when:

o The tests run to completion.

o A test failure prevents further progress.

o The tests are stopped.

Possible test results follow:

o Passed—The test ran successfully. If more than one directory server was tested, all servers that ran this test were successful.

o Not Run—The test was not run.

o Failed—The test was unsuccessful on one or more directory servers. Directory support might not be available on those servers.

o Warning—The test ran and reported a warning condition, for example, a certificate error. Check the Notes column for suggested
actions to correct the warning condition.

e Notes—Indicates the results of various phases of the directory tests. The data is updated with failure details and information such as
the directory server certificate subject and the roles that were evaluated.
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iLO directory tests

Directory Server DNS Name

If the directory server is defined in FQDN format (directory.company.com), iLO resolves the name from FQDN format to IP format,
and queries the configured DNS server.

If the test is successful, iLO obtained an IP address for the configured directory server. If iLO cannot obtain an IP address for the
directory server, this test and all subsequent tests fail.

If the directory server is configured with an IP address, iLO skips this test.
Ping Directory Server
iLO initiates a ping to the configured directory server.
The test is successful if iLO receives the ping response; it is unsuccessful if the directory server does not reply to iLO.
If the test fails, iLO will continue with the subsequent tests.
Connect to Directory Server
iLO attempts to negotiate an LDAP connection with the directory server.
If the test is successful, iLO was able to initiate the connection.
If the test fails, iLO was not able to initiate an LDAP connection with the specified directory server. Subsequent tests will stop.
Connect using SSL
iLO initiates SSL handshake and negotiation and LDAP communications with the directory server through port 636.
If the test is successful, the SSL handshake and negotiation between iLO and the directory server were successful.
LDAP server certificate validation errors are reported in the results for this test.
Bind to Directory Server

This test binds the connection with the user name specified in the test controls. If no user is specified, iLO does an anonymous
bind.

If the test is successful, the directory server accepted the binding.
Directory Administrator Login

If Directory Administrator Distinguished Name and Directory Administrator Password were specified, iLO uses these values to log
in to the directory server as an administrator. Providing these values is optional.

User Authentication
iLO authenticates to the directory server with the specified user name and password.
If the test is successful, the supplied user credentials are correct.
If the test fails, the user name and/or password is incorrect.

User Authorization

This test verifies that the specified user name is part of the specified directory group, and is part of the directory search context
specified during directory services configuration.

Directory User Contexts
If Directory Administrator Distinguished Name was specified, iLO fries to search the specified context.
If the test is successful, iLO found the context by using the administrator credentials to search for the container in the directory.
User login is the only way that you can test contexts that begin with the @ symbol.
A failure indicates that the container could not be located.
LOM Object Exists

This test searches for the iLO object in the directory server by using the LOM Object Distinguished Name configured on the
Security - Directory page.

If the test is successful, iLO found the object that represents itself.

This test is run even if LDAP Directory Authentication is disabled.
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Configuring encryption settings
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Modifying the AES/DES encryption setting

Prerequisites
Configure iLO Settings privilege
Procedure
1. Navigate to the Administration > Security > Encryption page.
2. Change the Enforce AES/3DES Encryption setting to Enabled or Disabled.
3. To end your browser connection and restart iLO, click Apply.
It might take several minutes before you can re-establish a connection.
4, If you changed the Enforce AES/3DES Encryption setting to Enabled, close all open browsers.

Any browsers that remain open might continue to use a non-AES/3DES cipher.
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Connecting to iLO by using AES or 3DES encryption

After you enable the Enforce AES/3DES Encryption setting, iLO requires that you connect through secure channels (web browser, SSH
connection, or XML channel) by using an AES/3DES cipher.

e Web browser—You must configure the browser with a cipher equal to or greater than AES/3DES. If the browser is not using AES or
3DES ciphers, iLO displays an error message. The error text varies depending on the installed browser.

Different browsers use different methods for selecting a negotiated cipher. For more information, see the browser documentation.
Log out of iLO through the current browser before changing the browser cipher setting. Any changes made to the browser cipher
setting while you are logged in to iLO might enable the browser to continue using a non-AES/3DES cipher.

e SSH connection—For instructions on setting the cipher to use, see the SSH utility documentation.

o XML channel—HPQLOCFG uses a secure 3DES cipher by default. For example, HPQLOCFG displays the following cipher in the XML
output:

Connecting to Server...

Negotiated cipher: 128-bit Rc4 with 160-bit SHA1l and 2048-bit RsaKeyx
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Enabling FIPS mode

Use this procedure to configure iLO to operate in FIPS mode. To configure iLO in a FIPS-validated environment, see Configuring a FIPS-

validated environment with iLO.
Prerequisites

e Configure iLO Settings privilege

e The server is not an HPE Synergy Gen9 Compute Module. This feature is not supported on HPE Synergy Gen9 Compute Modules.

Procedure

1. Optional: Capture the current iLO configuration by using HPONCFG.
For more information, see the iLO scripting and CLI guide.

2. Navigate to the Administration > Security > Encryption page.

3. Set FIPS mode to Enabled.

CAUTION:

Enabling FIPS mode resets critical iLO security settings to the factory default values, and clears all user and license
data.

4, Click Apply.

iLO prompts you to confirm the request.
5. Click OK.

iLO reboots in FIPS mode. Wait at least 90 seconds before attempting to re-establish a connection.
6. Install a trusted certificate for iLO.

The default issued SSL certificate is not allowed in FIPS mode.

7. Disable the IPMI/DCMI over LAN Access and SNMP Access options on the Access Settings page.

IMPORTANT:

Some iLO interfaces, such as the standards-compliant implementations of IPMI and SNMP, are not FIPS-compliant
and cannot be made FIPS-compliant.

To verify that the configuration is FIPS-compliant, check your configuration against the Security Policy document
that was part of the iLO FIPS validation process.

The validated Security Policy document is available on the NIST website. To access iLO 4 FIPS information, enter
certificate number 2574 on the validated modules search page.

8. Optional: Restore the iLO configuration by using HPONCFG.
For more information, see the iLO scripting and CLI guide.

9. Optional: Configure the Login Security Banner to inform iLO users that a system is using FIPS mode.
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Configuring a FIPS-validated environment withilLO

Use the following instructions to operate iLO in a FIPS-validated environment. To use FIPS mode, see Enabling FIPS mode.

It is important to decide if a FIPS-validated version of iLO is required for your environment, or if running iLO with FIPS mode enabled will
suffice. Because of the lengthy validation process, a FIPS-validated version of iLO might have been superseded by a nonvalidated

version with new features and security enhancements. In this situation, a FIPS-validated version of iLO might be less secure than the
latest version.

Configuring a FIPS-validated environment is not supported on HPE Synergy Gen9 Compute Modules.
Procedure

To set up an environment with a FIPS-validated version of iLO, follow the steps in the Security Policy document that was part of the iLO
FIPS validation process.

The validated Security Policy document is available on the NIST website. To access iLO 4 FIPS information, enter certificate number
2574 on the validated modules search page.
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Viewing encryption settings

Procedure
Navigate to the Administration > Security > Encryption page.

The Encryption Settings page displays the cipher in use, and allows you to configure FIPS Mode or Enforce AES/3DES Encryption.
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Encryption settings

Current Negotiated Cipher

The cipher in use for the current browser session. After you log in to iLO through the browser, the browser and iLO negotiate a
cipher setting to use during the session.

Encryption Enforcement Settings
The current encryption settings for iLO:

e FIPS Mode—Indicates whether FIPS mode is enabled or disabled for this iLO system.
This option is not supported on HPE Synergy Gen9 Compute Modules.
e Enforce AES/3DES Encryption —Indicates whether AES/3DES encryption is enforced for this iLO system.

When enabled, iLO only accepts connections that use the AES or 3DES ciphers.
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Disabling FIPS mode

Procedure

To disable FIPS mode for iLO (for example, if a server is decommissioned), set iLO to the factory default settings.

CAUTION:
When you reset iLO to the factory default settings, all potentially sensitive data is erased, including all logs and settings.

Events related to the reset are not logged to the Event Log and Integrated Management Log because this step clears all
the data in the logs.
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iLO encryption details

SSL

iLO provides enhanced security for remote management in distributed IT environments. SSL encryption protects web browser data.
Encryption of HTTP data provided by SSL ensures that the data is secure as it is fransmitted across the network.

Ciphers supported by iLO

e 256-bit AESGCM with RSA, ECDH, and a AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384)
e 256-bit AES with RSA, ECDH, and a SHA384 MAC (ECDHE-RSA-AES256-SHA384)

e 256-bit AES with RSA, ECDH, and a SHA1 MAC (ECDHE-RSA-AES256-SHA)

e 256-bit AESGCM with RSA, DH, and a AEAD MAC (DHE-RSA-AES256-GCM-SHA384)

e 256-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES256-SHA256)

e 256-bit AES with RSA, DH, and a SHA1 MAC (DHE-RSA-AES256-SHA)

e 256-bit AESGCM with RSA, and a AEAD MAC (AES256-GCM-SHA384)

e 256-bit AES with RSA, and a SHA256 MAC (AES256-SHA256)

e 256-bit AES with RSA, and a SHA1 MAC (AES256-SHA)

e 128-bit AESGCM with RSA, ECDH, and a AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256)
e 128-bit AES with RSA, ECDH, and a SHA256 MAC (ECDHE-RSA-AES128-SHA256)

e 128-bit AES with RSA, ECDH, and a SHA1 MAC (ECDHE-RSA-AES128-SHA)

e 128-bit AESGCM with RSA, DH, and a AEAD MAC (DHE-RSA-AES128-GCM-SHA256)

e 128-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES128-SHA256)

e 128-bit AES with RSA, DH, and a SHA1 MAC (DHE-RSA-AES128-SHA)

e 128-bit AESGCM with RSA, and a AEAD MAC (AES128-GCM-SHA256)

e 128-bit AES with RSA, and a SHA256 MAC (AES128-SHA256)

e 128-bit AES with RSA, and a SHA1 MAC (AES128-SHA)

e 168-bit 3DES with RSA, ECDH, and a SHA1 MAC (ECDHE-RSA-DES-CBC3-SHA)

e 168-bit 3DES with RSA, DH, and a SHA1 MAC (EDH-RSA-DES-CBC3-SHA)

e 168-bit 3DES with RSA, and a SHA1 MAC (DES-CBC3-SHA)

iLO supports the following ciphers when Enforce AES/3DES Encryption is enabled and iLO is restricted to TLS version 1.2.
e 256-bit AESGCM with RSA, ECDH, and a AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384)
e 256-bit AESGCM with RSA, DH, and a AEAD MAC (DHE-RSA-AES256-GCM-SHA384)

e 128-bit AESGCM with RSA, ECDH, and a AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256)
e 128-bit AESGCM with RSA, DH, and a AEAD MAC (DHE-RSA-AES128-GCM-SHA256)

iLO supports the following ciphers when FIPS Mode is enabled and iLO is restricted to TLS version 1.2.
e 256-bit AESGCM with RSA, ECDH, and a AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384)
e 256-bit AES with RSA, ECDH, and a SHA384 MAC (ECDHE-RSA-AES256-SHA384)

e 256-bit AESGCM with RSA, DH, and a AEAD MAC (DHE-RSA-AES256-GCM-SHA384)

e 256-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES256-SHA256)

e 128-bit AESGCM with RSA, ECDH, and a AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256)

e 128-bit AES with RSA, ECDH, and a SHA256 MAC (ECDHE-RSA-AES128-SHA256)

128-bit AESGCM with RSA, DH, and a AEAD MAC (DHE-RSA-AES128-GCM-SHA256)
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e 128-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES128-SHA256)

SSH
iLO provides enhanced encryption through the SSH port for secure CLP transactions.
In the iLO factory default configuration:

e iLO supports AES256-CBC, AES128-CBC, 3DES-CBC, and AES256-CTR ciphers through the SSH port.

e iLO accepts diffie-hellman-groupl4-shal and diffie-hellman-groupl-shal key exchange, and uses hmac-shal, hmac-sha2-256, and
hmac-md5 MACs.

When Enforce AES/DES Encryption is enabled:

e iLO supports the AES256-CTR cipher through the SSH port.

e iLO accepts diffie-hellman-groupl4-shal key exchange, and uses hmac-sha2-256 MAC.
When FIPS Mode is enabled:

e iLO supports the AES256-CTR cipher through the SSH port.

e iLO accepts diffie-hellman-groupl4-shal key exchange, and uses hmac-sha2-256 or hmac-shal MACs.

FIPS mode

iLO 4 firmware version 1.20 and later supports FIPS mode. FIPS is a set of computer security standards mandated for use by United
States government agencies and contractors. When FIPS mode is enabled, iLO operates in a mode intended to comply with the
requirements of FIPS 140-2 level 1.

FIPS mode is not the same as FIPS validated. FIPS validated refers to software that received validation by completing the Cryptographic
Module Validation Program.

iLO 4 version 2.11 is FIPS validated.

AES/3DES encryption

iLO can be configured to enforce AES/3DES encryption. If enabled, iLO enforces the use of these enhanced ciphers (both AES and 3DES)
over the secure channels, including secure HTTP transmissions through the browser, SSH port, and XML port. When AES/3DES
encryption is enabled, you must use a cipher equal to or greater than AES/3DES to connect to iLO through these secure channels. The
AES/3DES encryption enforcement setting does not affect communications and connections over less-secure channels.

By default, Remote Console data uses 128-bit RC4 bidirectional encryption. The HPQLOCFG utility uses 128-bit RC4 with 160-bit SHA1
and 2048-bit RSA KeyX encryption to send RIBCL scripts to iLO over the network.
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HPE SSO

HPE SSO enables you to browse directly from HPE SSO-compliant applications to iLO, bypassing an intermediate login step.
To use this feature:

e You must have a supported version of an application that is HPE SSO-compliant.

e You might need iLO 4 1.20 or later.

e Configure iLO to trust the SSO-compliant application.

iLO contains support for HPE SSO applications to determine the minimum HPE SSO certificate requirements. Some HPE SSO-compliant
applications automatically import trust certificates when they connect to iLO. For applications that do not perform this function
automatically, use the HPE SSO page to configure the SSO settings.
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Configuring iLO for HPE SSO

Prerequisites

Configure iLO Settings privilege

Procedure
1. Navigate to the Administration > Security > HPE SSO page.
2. Configure the Single Sign-On Trust Mode setting.
Hewlett Packard Enterprise recommends using the Trust by Certificate mode.
3. Configure iLO privileges for each role in the Single Sign-On Settings section.
4, To save the SSO settings, click Apply.
5. If you selected Trust by Certificate or Trust by Name, add the trusted certificate or DNS name to iLO.
6. After you configure SSO in iLO, log in to an HPE SSO-compliant application and browse to iLO.

For example, log in to HPE SIM, navigate to the System page for the iLO processor, and then click the iLO link in the More
Information section.

When a system is registered as a trusted server, SSO might be refused because of the current trust mode or certificate status. For
example, SSO would be refused when:

e A server is registered as a trusted server, a certificate is not imported, and the trust mode is set to Trust by Certificate.
e A server certificate is imported but the certificate has expired.

The list of trusted servers is not used when SSO is disabled. iLO does not enforce SSO server certificate revocation.
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Single Sign-On Trust Mode options
The Single Sign-On Trust Mode affects how iLO responds to HPE SSO requests.

e Trust None (SSO disabled) (default)—Rejects all SSO connection requests.

e Trust by Certificate (most secure)—Enables SSO connections from HPE SSO-compliant applications by matching a certificate
previously imported toiLO.

e Trust by Name—Enables SSO connections from HPE SSO-compliant applications by matching a directly imported IP address or DNS
name.

e Trust All (least secure)—Accepts any SSO connection initiated from any HPE SSO-compliant application.
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SSO user privileges
When you log in to an application that is HPE SSO-compliant, you are authorized based on your HPE SSO-compliant application role
assignment. The role assignment is passed to iLO when SSO is attempted.

SSO attempts to receive only the privileges assigned in the Single Sign-On Settings section. iLO directory settings do not apply.

The default privilege settings follow:
e User—Login only
e Operator—Login, Remote Console, Virtual Power and Reset, and Virtual Media

e Administrator—Login, Remote Console, Virtual Power and Reset, Virtual Media, Configure iLO Settings, and Administer Users
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Adding trusted certificates
The certificate repository can hold five typical certificates. However, if typical certificates are not issued, certificate sizes might vary.
When all allocated storage is used, no more imports are accepted.

For information about how to extract a certificate from an HPE SSO-compliant application, see your HPE SSO-compliant application
documentation.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Security > HPE SSO page.

2. Use one of the following methods to add a trusted certificate:

e Direct import—Copy the Baseb4-encoded certificate X.509 data, paste it into the text box above the Import Certificate button,
and then click the button.

Install iLO 4 1.20 or later to support the larger certificates used with recent versions of HPE SIM. HPE SIM 7.3.2 and later
supports 2048-bit certificates.

e Indirect import—Type the DNS name or IP address in the text box above the Import Certificate from URL button, and then click
the button. iLO contacts the HPE SSO-compliant application over the network, retrieves the certificate, and then saves it.
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Trusted certificate format

The Baseb4-encoded X.509 certificate data resembles the following:

Trusted certificate format
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Extracting the HPE SIM SSO certificate

You can use the following methods to extract HPE SIM SSO certificates. For more information, see the HPE SIM documentation.
Prerequisites
HPE SIM 7.4 or later

Procedure

e Enter one of the following links in a web browser:
http://<HPE SIM name or network address>:280/GetCertificate?certtype=sso
https://<HPE SIM name or network address>:50000/GetCertificate?certtype=sso

All request parameters are case-sensitive. If you capitalize the lowercase
certtype

parameter, the parameter will not be read, and HPE SIM will return the default HPE SIM certificate instead of a trusted certificate.
e Export the certificate from HPE SIM.

To complete this step, select Options > Security > Certificates > HPE Systems Insight Manager Single Sign-On Server Certificate , and
then click Export.
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Importing a direct DNS name

Prerequisites
Configure iLO Settings privilege
Procedure

1. Navigate to the Administration > Security > HPE SSO page.

2. Enter the DNS name or network address in the text box above the Import Direct DNS Name button, and then click the button.
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Viewing trusted certificates and records

The Manage Trusted Certificates and Records table displays the status of the trusted certificates and records configured to use SSO with
the current iLO management processor.

Procedure

Navigate to the Administration > Security > HPE SSO page.
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Trusted certificate and record details

Status
The status of the certificate or record. The possible status values follow:
o @ The certificate or record is valid.
° There is a problem with the certificate or record. Possible reasons follow:
o The record contains a DNS name, and the trust mode is set to Trust by Certificate (only certificates are valid).

o A certificate is configured, and the trust mode is set to Trust by Name (only directly imported IP addresses or DNS names
are valid).

o Trust None (SSO disabled) is selected.
e D The certificate or record is not valid. Possible reasons follow:
o The certificate is out-of-date. Check the certificate details for more information.

o TheiLO clock is not set or is set incorrectly. The iLO clock must be in the certificate Valid from and Valid until range.

Certificate

Indicates that the record contains a stored certificate. Move the cursor over the icon to view the certificate details, including
subject, issuer, and dates.

Description

The server name or certificate subject.
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Removing trusted certificates and records

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Security > HPE SSO page.

2. Select one or more trusted certificates or records in the Manage Trusted Certificates and Records table.
3. Click Delete.

iLO prompts you to confirm that you want to delete the selected certificates or records.

If you delete the certificate of a remote management system, you might experience impaired functionality when using the remote
management system with iLO.

4, Click Yes.
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Configuring the Login Security Banner

The Login Security Banner feature allows you to configure the security banner displayed on the iLO login page. The security banner is
also displayed when you connect to iLO through an SSH connection. For example, you could enter a message with contact information
for the owner of the server.

Prerequisites
Configure iLO Settings privilege
Procedure
1. Navigate to the Administration > Security > Login Security Banner page.
2. Select the Enable Login Security Banner check box.
iLO uses the following default text for the Login Security Banner:

This is a private system. It is to be used solely by authorized users
and may be monitored for all lawful purposes. By accessing this system,

you are consenting to such monitoring.

3. (Optional) To customize the security message, enter a custom message in the Security Message text box.

The byte counter above the text box indicates the remaining number of bytes allowed for the message. The maximum is 1,500 bytes.

Do not add blank spaces or blank lines to the security message. Blank spaces and blank lines contribute to the byte count, and they
are not displayed in the security banner on the login page.

TIP:

To restore the default text, click Use Default Message.

4, Click Apply.

The security message is displayed at the next login.
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Configuring remote console computer lock settings

This feature locks the OS or logs you out when a remote console session ends or the network link to iLO is lost. If you open a remote
console window when this feature is enabled, the OS is locked when you close the window.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Console > Security page.

2. Select from the following Remote Console Computer Lock settings: Windows, Custom, and Disabled.
3. If you selected Custom, select a computer lock key sequence.

4. To save the changes, click Apply.
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Remote console computer lock options

e Windows—Configures iLO to lock a managed server running a Windows operating system. The server automatically displays the
Computer Locked dialog box when a remote console session ends or the iLO network link is lost.

e Custom—Configures iLO to use a custom key sequence to lock a managed server or log out a user on that server. You can select up
to five keys from the list. The selected key sequence is automatically sent to the server OS when a remote console session ends or
the iLO network link is lost.

e Disabled (default)—Disables the remote console computer lock feature. When a remote console session ends or the iLO network link
is lost, the OS on the managed server is not locked.
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Configuring the Integrated Remote Console Trust setting (NET IRC)

The .NET IRC is launched through Microsoft ClickOnce, which is part of the Microsoft .NET Framework. ClickOnce requires that any
application installed from an SSL connection must be from a trusted source. If a browser is not configured to trust an iLO processor, and
this setting is Enabled, ClickOnce notifies you that the application cannot start.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Console > Security page.

2. Select Enabled or Disabled for the IRC requires a trusted certificate in iLO setting.

3. To save the changes, click Apply.
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Integrated Remote Console Trust setting options

e Enabled—If a trusted SSL certificate has been imported into iLO, the .NET IRC is launched by using an HTTPS connection.

e Disabled (default)—The .NET IRC is launched by using a non-SSL connection. SSL is used after the .NET IRC starts to exchange
encryption keys.
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iLO security with the system maintenance switch

The iLO security setting on the system maintenance switch provides emergency access to an administrator who has physical control of
the server system board. Disabling iLO security allows login access with all privileges, without a user ID and password.

The system maintenance switch is inside the server and cannot be accessed without opening the server enclosure. When you work with
the system maintenance switch, ensure that the server is powered off and disconnected from the power source. Set the switch to enable
or disable iLO security, and then power on the server. For more information about using the system maintenance switch, see the server
maintenance and service guide.

The system maintenance switch position that controls iLO security is sometimes called the iLO Security Override switch.

Reasons to disable iLO security

e iLO functionality is disabled and must be re-enabled (Gen8 servers only).

e All user accounts that have the Administer User Accounts privilege are locked out.

e Aninvalid configuration prevents iLO from being displayed on the network, and the ROM-based configuration utility is disabled.
o The boot block must be updated.

Hewlett Packard Enterprise does not anticipate that you will have a reason to update the boot block. If an update is required, you
must be physically present at the server to reprogram the boot block and reset iLO. The boot block is exposed until iLO is reset. For
maximum security, Hewlett Packard Enterprise recommends disconnecting iLO from the network until the reset is complete.

e iLO is unreachable over the network because the iLO NICs are turned off or the iLO network configuration is incorrect. It is not
possible or convenient to use the ROM-based configuration utility to correct the configuration.

Disabling iLO security resets the iLO network configuration to the factory default settings.
o On most servers, this action enables DHCP and the iLO Dedicated Network Port.

o On servers where the iLO Dedicated Network Port is an optional add-on card, this action enables DHCP and the Shared Network
Port.

e Only one user name is configured, and the password is forgotten.
e You want to erase the configuration information stored on the battery-powered SRAM memory device.

When iLO starts, it backs up the configuration information stored in the battery-powered SRAM memory device to the nonvolatile
flash memory (NAND). If the SRAM is erased, the configuration is automatically restored. When iLO security is disabled, the SRAM
data is not restored automatically.

Effects of disabling iLO security

e All security authorization verifications are disabled.

e |f the host server is reset, the ROM-based configuration utility runs.

e iLO is not disabled and might be displayed on the network as configured.

e [f iLO functionality is disabled, iLO does not log out active users and complete the disable process until the server power is cycled.
e The boot block is exposed for programming.

e A warning message is displayed on iLO web interface pages, indicating that iLO security is disabled:

e AniLO log entry is added to record the iLO security change.

e If an SNMP Alert Destination is configured, an alert is sent when iLO starts after the iLO security configuration change.
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Configuring iLO access settings

The default access settings values are suitable for most environments. The values you can modify on the Access Settings page allow
customization of the iLO external access methods for specialized environments.

The values you enter on the Access Settings page apply to all iLO users.
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Configuring iLO service settings

The TCP/IP ports used by iLO are configurable, which enables compliance with site requirements and security initiatives for port
settings. These settings do not affect the host system. The range of valid port values in iLO is from 1 to 65535. If you enter the number
of a port that is in use, iLO prompts you to enter a different value.

Changing these settings usually requires configuration of the web browser used for standard and SSL communication. When these
settings are changed, an iLO reset is required to activate the changes.

Prerequisites
Configure iLO Settings privilege
Procedure
1. Navigate to the Administration > Access Settings page.
The Access Settings tab is displayed.
2. Update the service settings as needed.
3. Click Apply.
iLO prompts you to confirm that you want to apply the changes and reset iLO.
4. To apply the changes and reset iLO now, click OK.

It might take several minutes before you can re-establish a connection.
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Service settings

You can configure the following settings in the Service section on the Access Settings page.
Secure Shell (SSH) Access
Allows you to enable or disable the SSH feature.
SSH provides encrypted access to the iLO CLP. The default value is Enabled.
Secure Shell (SSH) Port
The default value is 22.
Remote Console Port
The default value is 17990.
Web Server Non-SSL Port (HTTP)
The default value is 80.
Web Server SSL Port (HTTPS)
The default value is 443.
Virtual Media Port
The default value is 17988.
SNMP Access
Specifies whether iLO responds to external SNMP requests. The default value is Enabled.

If you set SNMP Access to Disabled, iLO continues to operate, and the information displayed in the iLO web interface is updated. In
this state, no alerts are generated and SNMP access is not permitted. When SNMP Access is set to Disabled, most of the boxes on
the Administration > Management > SNMP Settings page are unavailable and will not accept input.

SNMP Port
The industry-standard (default) SNMP port is 161 for SNMP access.

If you customize the SNMP Port value, some SNMP clients might not work correctly with iLO unless those clients support the use
of a nonstandard SNMP port.

SNMP Trap Port
The industry-standard (default) SNMP trap port is 162 for SNMP alerts (or traps).

If you customize the SNMP Trap Port, some SNMP monitoring applications (like HPE SIM) might not work correctly with iLO
unless those applications support the use of a nonstandard SNMP trap port.

To use SNMPv3 with HPE SIM 7.2 or later, change the SNMP Trap Port value to 50005.
IPMI/DCMI over LAN Access
Allows you to send industry-standard IPMI and DCMI commands over the LAN. The default value is Disabled.

When this value is set to Disabled, iLO disables IPMI/DCMI over the LAN. Server-side IPMI/DCMI applications are still functional
when this option is disabled.

When this value is set to Enabled, iLO allows you to use a client-side application to send IPMI/DCMI commands over the LAN.
IPMI/DCMI over LAN Port

Sets the IPMI/DCMI port number. The default value is 623.
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Configuring iLO access options

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Access Settings page.
The Access Settings tab is displayed.

2. Update the access options as needed.

3. Click Apply.
If a reset is required, iLO prompts you to confirm that you want to apply the changes and reset iLO.
If a reset is not required, iLO completes the change and refreshes the page.

4, If areset prompt was displayed, click OK to end your browser connection and initiate a reset.

It might take several minutes before you can re-establish a connection.
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Access options

You can configure the following settings in the Access Options section on the Access Settings page.

Idle Connection Timeout (minutes)

This setting specifies how long a user can be inactive before an iLO web interface or Remote Console session ends automatically.

The iLO web interface and the Remote Console track idle time separately because each connection is a separate session. This
setting has no effect on a Remote Console session if a Virtual Media device is connected.

The following values are valid:
e 15,30, 60, or 120 minutes—The default value is 30 minutes.

e Infinite—Inactive users are not logged out.

Failure to log out of iLO by either browsing to a different site or closing the browser also results in an idle connection. The iLO

firmware supports a finite number of connections. Misuse of the Infinite fimeout option might make iLO inaccessible to other users.

Idle connections are recycled after they time out.
This setting applies to local and directory users. Directory server timeout settings might preempt the iLO setting.

Changes to the setting might not take effect immediately in current user sessions, but will be enforced immediately in all new
sessions.

iLO Functionality
This setting specifies whether iLO functionality is available.
The following settings are valid:

e Enabled (default)—The iLO network is available and communications with operating system drivers are active.

e Disabled—The iLO network and communications with operating system drivers are terminated when iLO Functionality is
disabled.

For ProLiant Gen8 servers only: To re-enable iLO functionality, disable iLO security with the system maintenance switch, and

then use the iLO RBSU to set iLO Functionality to Enabled . For more information about using the system maintenance switch,

see the maintenance and service guide for your server model.

For ProLiant Gen9 servers only: To re-enable iLO functionality, use the iLO 4 Configuration Utility (in the UEFI System
Utilities) to set iLO Functionality to Enabled . For more information, see the UEFI System Utilities user guide.

NOTE:

iLO functionality cannot be disabled on ProLiant server blades or Synergy compute modules.

iLO ROM-Based Setup Utility
This setting enables or disables the iLO RBSU or the iLO 4 Configuration Utility. The following settings are valid:

e Enabled (default)>—On servers that support the iLO RBSU, pressing F8 during POST starts the iLO RBSU. On servers that
support UEFI, the iLO 4 Configuration Utility is available when you access the UEFI System Utilities.

e Disabled—On servers that support the iLO RBSU, pressing F8 during POST will not start the iLO RBSU. On servers that
support UEFI, the iLO 4 Configuration Utility is not available when you access the UEFI System Utilities.

This setting cannot be enabled if option ROM prompting is disabled in the system BIOS.

NOTE:
This option is called iLO 4 Configuration Utility in the UEFI System Utilities.

Require Login for iLO RBSU

This setting determines whether a user-credential prompt is displayed when a user accesses the iLO RBSU or the iLO 4
Configuration Utility.

The following settings are valid:
e Enabled—A login dialog box opens when a user accesses the iLO RBSU or the iLO 4 Configuration Utility.

e Disabled (default)—No login is required when a user accesses the iLO RBSU or the iLO 4 Configuration Utility.

NOTE:
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This option is called Require Login for iLO 4 Configuration in the UEFI System Utilities.

Show iLO IP during POST
This setting enables the display of the iLO network IP address during host server POST. The following settings are valid:

e Enabled (default)—The iLO IP address is displayed during POST.

e Disabled—The iLO IP address is not displayed during POST.
Serial Command Line Interface Status
This setting enables you to change the login model of the CLI feature through the serial port. The following settings are valid:

e Enabled-Authentication Required (default)—Enables access to the SMASH CLP command line from a terminal connected to the
host serial port. Valid iLO user credentials are required.

e Enabled-No Authentication—Enables access to the SMASH CLP command line from a terminal connected to the host serial
port. iLO user credentials are not required.

e Disabled—Disables access to the SMASH CLP command line from the host serial port. Use this option if you are planning to
use physical serial devices.

Serial Command Line Interface Speed
This setting enables you to change the speed of the serial port for the CLI feature.
The following speeds (in bits per second) are valid:

e 9600 (default)

IMPORTANT:

For Synergy compute modules only: Ensure that this value is set to 9600. If you use another value, you cannot
access the Serial Command Line Interface from the Synergy Console and Composer CLI.

e 19200

e 38400—iLO RBSU and the iLO 4 Configuration Utility do not support this value.
e 57600

e 115200

The serial port configuration must be set to no parity, eight data bits, and one stop bit (N/8/1) for correct operation.
Set this value to match the serial port speed configured in the iLO RBSU or the iLO 4 Configuration Utility.
Virtual Serial Port Log
This setting enables or disables logging of the Virtual Serial Port.
The following settings are valid:

e Enabled—When enabled, Virtual Serial Port activity is logged to a 150-page circular buffer in the iLO memory. You can view
activity by using the CLI command vsp 1log . The Virtual Serial Port buffer size is 128 KB.

e Disabled (default)—Virtual Serial Port activity is not logged.
Minimum Password Length

This setting specifies the minimum number of characters allowed when a user password is set or changed. The character length
must be a value from O to 39 characters long. The default value is 8.

Server Name

This setting enables you to specify the host server name. You can assign this value manually, but it might be overwritten by the
host software when the operating system loads.

e You can enter a server name that is up to 49 bytes.
e To force the browser to refresh and display the new value, save this setting, and then press F5.
Server FQDN/IP Address

This setting enables you to specify the server FQDN or IP address. You can assign this value manually, but it might be overwritten
by the host software when the operating system loads.
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e You can enter an FQDN or IP address that is up to 255 bytes.

e To force the browser to refresh and display the new value, save this setting, and then press F5.
Authentication Failure Logging

This setting enables you to configure logging criteria for failed authentications. The following settings are valid:

e Enabled-Every Failure—A failed login log entry is recorded after every failed login attempt.

e Enabled-Every 2nd Failure—A failed login log entry is recorded after every second failed login attempt.

e Enabled-Every 3rd Failure (default)—A failed login log entry is recorded after every third failed login attempt.

e Enabled-Every 5th Failure—A failed login log entry is recorded after every fifth failed login attempt.

e Disabled—No failed login log entry is recorded.
Authentication Failure Delay Time

This setting enables you to configure the duration of the iLO login delay after a failed login attempt. The following values are
valid: 2, 5, 10, and 30 seconds.

The default value is 10 seconds.
This feature is supported in iLO 4 2.20 and later.

Authentication Failures Before Delay

This setting enables you to configure the number of failed login attempts that are allowed before iLO imposes a login delay. The
following values are valid: 1, 3, 5, or every failed login attempt.

When you upgrade from an earlier version of the iLO firmware to iLO 4 2.20 or later, the default value is every failed login
attempt. With this setting, a login delay is imposed after the first failed login attempt.

When you use a server that shipped with iLO 4 2.20 or later, or you reset the iLO 4 2.20 or later firmware to the factory default
settings, the default value is 1. With this configuration, a login delay is not imposed until the second failed login attempt.

This feature is supported in iLO 4 2.20 and later.
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Login security

iLO provides the following login security features:

e iLO 4 versions earlier than 2.20 —After an initial failed login attempt, iLO imposes a delay of 10 seconds. Each subsequent failed
attempt increases the delay by 10 seconds. A message is displayed during each delay; this behavior continues until a valid login
occurs. This feature helps to prevent dictionary attacks against the browser login port.

e iLO 4 version 2.20 and later —iLO can be configured to impose a delay after a configured number of failed login attempts. Each
subsequent failed attempt increases the delay by the configured number of seconds. A message is displayed during each delay; this
behavior continues until a valid login occurs. This feature helps to prevent dictionary attacks against the browser login port. You can
configure the login delay settings on the Access Settings page.

e iLO saves a detailed log entry for failed login attempts. You can configure the Authentication Failure Logging frequency on the
Access Settings page.
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iLO login with an SSH client

When you log in to iLO with an SSH client, the number of displayed login prompts matches the value of the Authentication Failure
Logging option (3 if it is disabled). Your SSH client configuration might affect the number of prompts, because SSH clients also
implement delays after a login failure.

For example, to generate an SSH authentication failure log with the default value ( Enabled-Every 3rd Failure), if the SSH client is
configured with the number of password prompts set to three, three consecutive login failures occur as follows:

1. Run the SSH client and log in with an incorrect login name and password.

You receive three password prompts. After the third incorrect password, the connection ends and the first login failure is recorded.
The SSH login failure counter is set to 1.

2. Run the SSH client and log in with an incorrect login name and password.

You receive three password prompts. After the third incorrect password, the connection ends and the second login failure is
recorded. The SSH login failure counter is set to 2.

3. Run the SSH client and log in with an incorrect login name and password.

You receive three password prompts. After the third incorrect password, the connection ends and the third login failure is recorded.
The SSH login failure counter is set to 3.

The iLO firmware records an SSH failed login log entry, and sets the SSH login failure counter to O.
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Configuring iLO network settings
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iLO network settings

To access iLO network settings, you select the active network interface card, and then view or edit the configuration on the following
pages:

e Network Summary

e Network General Settings
e |Pv4 Settings

e |Pv6 Settings

e SNTP Settings

If you select the inactive NIC, iLO notifies you that it is not configured to use that NIC.
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Viewing the network configuration summary

Procedure

Select Network > iLO Dedicated Network Port or Network > Shared Network Port.
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Network configuration summary details

e NIC In Use—The name of the active iLO network interface (iLO Dedicated Network Port or iLO Shared Network Port).

e iLO Hostname—The fully qualified network name assigned to the iLO subsystem. By default, the hostname is ILO, followed by the
system serial number and the current domain name. This value is used for the network name and must be unique.

e MAC Address—The MAC address of the selected iLO network interface.
e Link State—The current link speed of the selected iLO network interface. The default value is Auto-Negotiate.
e Duplex Option—The current link duplex setting for the selected iLO network interface. The default value is Auto-Negotiate.

You can configure the iLO hostname and NIC settings on the Network General Settings page.

If the Shared Network Port is enabled, you cannot modify the Link State or Duplex Option. In Shared Network Port configurations, link
settings must be managed in the operating system.
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IPv4 Summary details

e DHCPv4 Status—Indicates whether DHCP is enabled for IPv4.
e Address—The IPv4 address currently in use. If the valueis 0.0.0.0,the IPv4 address is not configured.
e Subnet Mask—The subnet mask of the IPv4 address currently in use. If the valueis 0.0.0.0, no address is configured.

o Default Gateway—The default gateway address in use for the IPv4 protocol. If the valueis 0.0.0.0, the gateway is not
configured.
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IPv6 Summary details

This section is displayed only for the iLO Dedicated Network Port.

e DHCPv6 Status—Indicates whether DHCP is enabled for IPvé. The following values are possible:
o Enabled—Stateless and Stateful DHCPvé are enabled.
o Enabled (Stateless)—Only Stateless DHCPvé is enabled.
o Disabled—DHCPvé is disabled.

e |Pv6 Stateless Address Auto-Configuration (SLAAC) —Indicates whether SLAAC is enabled for IPvé6. When SLAAC is disabled, the
SLAAC link-local address for iLO is still configured because it is required.

e Address list—This table shows the currently configured IPvé addresses for iLO. It provides the following information:
o Source—The address type.
o |Pv6—The IPv6 address.
o Prefix Length—The address prefix length.

o Status—The address status. The possible values are Active (the address is in use by iLO), Pending (Duplicate Address Detection
is in progress), or Failed (Duplicate Address Detection failed. The address is not in use by iLO).

e Default Gateway—The default IPvé gateway address that is in use. For IPv6, iLO keeps a list of possible default gateway addresses.
The addresses in this list originate from router advertisement messages and the IPvé Static Default Gateway setting.

The Static Default Gateway setting is configured on the IPvé6 page.
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General network settings

Use the iLO Dedicated Network Port or Shared Network Port Network General Settings page to configure the iLO Hostname and NIC
settings.
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Configuring the iLO Hostname Settings

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Network > iLO Dedicated Network Port or Network > Shared Network Port page.

2. Click the General tab.

3. Enter the iLO Subsystem Name (Hostname).
The hostname is the DNS name of the iLO subsystem. This name can be used only if DHCP and DNS are configured to connect to the
iLO subsystem name instead of the IP address.
You can enter up to 49 characters.

4, Enter the iLO Domain Name if DHCP is not configured.
To use a static domain name when the iLO Dedicated Network port is selected, disable the Use DHCPv4 Supplied Domain Name and
Use DHCPv6 Supplied Domain Name settings on the IPv4 Settings and IPv6 Settings pages.
To use a static domain name when the iLO Shared Network port is selected, disable the Use DHCPv4 Supplied Domain Name setting
on the IPv4 Settings page.

5. To save the changes, click Submit.

6. If you are finished configuring the iLO network settings on the General, IPv4, IPv6, and SNTP tabs, click Reset to restart the iLO

processor.

It might take several minutes before you can re-establish a connection.
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iLO hostname and domain name limitations

When you configure the iLO Hostname Settings, note the following:

o Name service limitations—The subsystem name is used as part of the DNS name.

o

o

DNS allows alphanumeric characters and hyphens.

Name service limitations also apply to the Domain Name.

o Namespace issues—To avoid these issues:

o

o

Do not use the underscore character.

Limit subsystem names to 15 characters.

iLO allows up to 49 characters in the hostname, but using a shorter name can help you to avoid interoperability issues with other

software products in your environment.

Verify that you can ping the iLO processor by IP address and by DNS/WINS name.

Verify that NSLOOKUP resolves the iLO network address correctly and that no namespace conflicts exist.

If you are using both DNS and WINS, verify that they resolve the iLO network address correctly.

Flush the DNS name if you make any namespace changes.

e If you will use Kerberos authentication, ensure that hostname and domain name meet the prerequisites for using Kerberos.
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NIC settings

Enable the iLO Dedicated Network Port or the iLO Shared Network Port and configure the associated NIC settings in the NIC Settings
section of the Network General Settings tab.
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Enabling the iLO Dedicated Network Port through theiLO web interface

Prerequisites

Configure iLO Settings privilege

Procedure
1. Connect the iLO Dedicated Network Port to a LAN from which the server is managed.
2. Navigate to the Network > iLO Dedicated Network Port page.
3. Click the General tab.
4, Select the Use iLO Dedicated Network Port check box.
5. Select a Link State.
The link state setting controls the speed and duplex settings of the iLO network transceiver.
This setting is not available on server blades.
6. To save the changes, click Submit.
7. If you are finished configuring the iLO network settings on the General, IPv4, IPv6, and SNTP tabs, click Reset to restart iLO.

It might take several minutes before you can re-establish a connection.
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Link State values

Choose from the following Link State values when you enable the iLO Dedicated Network Port:

e Automatic (default)—Enables iLO to negotiate the highest supported link speed and duplex settings when connected to the network.

1000BaseT, Full-duplex—Forces a 1 Gb connection that uses full duplex (supported servers only).
e 1000BaseT, Half-duplex—Forces a 1 Gb connection that uses half duplex (supported servers only).

1000BaseT, Half-duplex is not a standard setting, and few switches support it. If you use this setting, ensure that the switch is
configured to support 1000BaseT, Half-duplex.

e 100BaseT, Full-duplex—Forces a 100 Mb connection using full duplex
e 100BaseT, Half-duplex—Forces a 100 Mb connection using half duplex
e 10BaseT, Full-duplex—Forces a 10 Mb connection using full duplex

e 10BaseT, Half-duplex—Forces a 10 Mb connection using half duplex
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Enabling the iLO Shared Network Port through the iLO web interface

Prerequisites
Configure iLO Settings privilege
Procedure
1. Connect the Shared Network Port LOM or FlexibleLOM port to a LAN.
2. Navigate to the Network > Shared Network Port page.
3. Click the General tab.
4, Select the Use Shared Network Port check box.
5. Depending on the server configuration, select LOM, or FlexibleLOM.
6. Select a value from the Port menu.
7. Touse a VLAN, select the Enable VLAN check box.
8. If you enabled VLAN, enter a VLAN Tag.
9. To save the changes, click Submit.
10. If you are finished configuring the iLO network settings on the General, IPv4, IPvé, and SNTP tabs, click Reset to restart iLO.
It might take several minutes before you can re-establish a connection.

After iLO resets, the Shared Network Port is active. Any network traffic going to or originating from iLO is directed through the
Shared Network Port LOM or FlexibleLOM port.
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Shared Network Port options

Port
The Shared Network Port number.

Selecting a port number other than port 1 works only if the server and the network adapter both support this configuration. If you
enter an invalid port number, port 1 is used.

Enable VLAN

When the Shared Network Port is active and VLAN is enabled, the iLO Shared Network Port becomes part of a VLAN. All network
devices with different VLAN tags will appear to be on separate LANSs, even if they are physically connected to the same LAN.

VLAN Tag

All network devices that you want to communicate with each other must have the same VLAN tag. The VLAN tag can be any
number between 1 and 4094.
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iLO network port configuration options

The iLO subsystem provides the following options for network connection:

e iLO Dedicated Network Port —Uses an independent NIC that is dedicated to iLO network traffic only. When supported, this port uses
an RJ-45 jack (labeled iLO) on the back of the server.

e Shared Network Port—Depending on your configuration, the following Shared Network Port options are available:
o Shared Network Port LOM —Uses a permanently installed NIC that is built into the server. This NIC normally handles server
network traffic, and it can be configured to handle iLO network traffic at the same time through a common RJ-45 connector.

o Shared Network Port FlexibleLOM —Uses an optional NIC that plugs into a special slot on the server. This NIC normally handles
server network traffic, and it can be configured to handle iLO network traffic at the same time through a common RJ-45
connector.

There are some drawbacks to using a Shared Network Port option:
o With a shared network connection, traffic can hinder iLO performance.

o During server startup, and when the operating system NIC drivers are loading and unloading, there are brief periods of time (2-8
seconds) when you cannot access iLO from the network. After these short periods, iLO communication is restored and iLO will
respond to network traffic.

When this situation occurs, the Remote Console and connected iLO Virtual Media devices might be disconnected.
o Network controller firmware updates or resets can also cause iLO to be unreachable over the network for a brief period.

o The iLO Shared Network Port connection cannot operate at a speed greater than 100 Mbps. Network-intensive tasks such as
data transfer through iLO virtual media might be slower than the same tasks performed in a configuration that uses the iLO
Dedicated Network Port.

For information about the NICs your server supports, see the server specifications at the following website: http://www.hpe.com/info/gs.
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iLO network connection considerations

o Only one of the Dedicated Network Port or Shared Network Port options can be enabled at a time because iLO supports only one
active network connection.

e By default, the iLO Shared Network Port uses port 1 on the server network interface card. Depending on the server configuration,
this NIC might be a LOM or FlexibleLOM adapter. The port number corresponds to the label on the NIC, which might be different
from the numbering in the operating system.

If the server and the NIC support port selection, iLO 4 2.00 and later allows you to select a different port. If you select a port other
than port 1 in a Shared Network Port configuration, and your server does not support that configuration, iLO switches to port 1 at
startup.

e Access to iLO through IPvé6 is not supported when the Shared Network Port is enabled.

e On servers without a Dedicated Network Port, the standard hardware configuration provides iLO network connectivity only through
the iLO Shared Network Port connection. On these servers, the iLO firmware defaults to the Shared Network Port.

e Due to server auxiliary-power budget limitations, some 1Gb/s copper network adapters used for iLO Shared Network Port
functionality might run at 10/100 speed when the server is powered off. To avoid this issue, Hewlett Packard Enterprise
recommends configuring the switch that the iLO Shared Network Port is connected to for auto-negotiation.

If the switch port that iLO is connected to is configured for 1Gb/s, some copper iLO Shared Network Port adapters might lose
connectivity when the server is powered off. Connectivity will return when the server is powered on.

e Disabling the iLO Shared Network Port does not completely disable the system NIC—server network traffic can still pass through the
NIC port. When the iLO Shared Network Port is disabled, any traffic going to or originating from iLO will not pass through the
Shared Network Port.

e |If the Shared Network Port is enabled, you cannot modify the link state or duplex options. When using Shared Network Port
configurations, you must manage these settings in the operating system.

e |If the Shared Network Port is enabled and you use NIC teaming, review the NIC teaming documentation.
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Configuring IPv4 settings

Use the following procedure to configure the IPv4 settings. When you configure these settings, do not enter special use IPv4 addresses

such as 192.0.2.0/24. These addresses are not supported. For more information, see the documentation for RFC5735 on the IETF
website.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Network > iLO Dedicated Network Port or Network > Shared Network Port page.
2.

3.

Click the IPv4 tab.

Configure the DHCPv4 settings.

Configure the general IPv4 settings.

Configure the DNS server information.
Configure the WINS server information.
Configure the Ping Gateway on Startup setting.

To save the changes you made on the IPv4 Settings page, click Submit.

If you are finished configuring the iLO network settings on the General, IPv4, IPv6, and SNTP tabs, click Reset to restart iLO.

It might take several minutes before you can re-establish a connection.

Configuring IPv4 settings
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DHCPvV4 settings

e Enable DHCPv4 —Enables iLO to obtain its IP address (and many other settings) from a DHCP server.

e Use DHCPv4 Supplied Gateway —Specifies whether iLO uses the DHCP server-supplied gateway. If DHCP is not used, enter a
gateway address in the Gateway IPv4 Address box.

e Use DHCPv4 Supplied Static Routes —Specifies whether iLO uses the DHCP server-supplied static routes. If not, enter the static route
destination, mask, and gateway addresses in the Static Route #1, Static Route #2, and Static Route #3 boxes.

e Use DHCPv4 Supplied Domain Name —Specifies whether iLO uses the DHCP server-supplied domain name. If DHCP is not used, enter
a domain name in the Domain Name box on the Network General Settings page.

e Use DHCPv4 Supplied DNS Servers —Specifies whether iLO uses the DHCP server-supplied DNS server list. If not, enter the DNS
server addresses in the Primary DNS Server, Secondary DNS Server, and Tertiary DNS Server boxes.

e Use DHCPv4 Supplied Time Settings —Specifies whether iLO uses the DHCPv4-supplied NTP service locations.

e Use DHCPv4 Supplied WINS Servers —Specifies whether iLO uses the DHCP server-supplied WINS server list. If not, enter the WINS
server addresses in the Use DHCPv4 Supplied WINS Servers, Primary WINS Server , and Secondary WINS Server boxes.
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General IPv4 settings

o |Pv4 Address—The iLO IP address. If DHCP is used, the iLO IP address is supplied automatically. If DHCP is not used, enter a static IP
address.

o Subnet Mask—The subnet mask of the iLO IP network. If DHCP is used, the subnet mask is supplied automatically. If DHCP is not
used, enter a subnet mask for the network.

e Gateway IPv4 Address—The iLO gateway IP address. If DHCP is used, the iLO gateway IP address is supplied automatically. If DHCP
is not used, enter the iLO gateway IP address.

e Static Route #1, Static Route #2, and Static Route #3—The iLO static route destination, mask, and gateway addresses. If Use
DHCPv4 Supplied Static Routes is used, these values are supplied automatically. If not, enter the static route values.
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IPv4 DNS server settings

e Primary DNS Server —If Use DHCPv4 Supplied DNS Servers is enabled, this value is supplied automatically. If not, enter the Primary
DNS Server address.

e Secondary DNS Server—If Use DHCPv4 Supplied DNS Servers is enabled, this value is supplied automatically. If not, enter the
Secondary DNS Server address.

o Tertiary DNS Server—If Use DHCPv4 Supplied DNS Servers is enabled, this value is supplied automatically. If not, enter the Tertiary
DNS Server address.

e Enable DDNS Server Registration—Select or clear this check box to specify whether iLO registers its IPv4 address and name with a
DNS server.
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WINS server settings

e Primary WINS Server—If Use DHCPv4 Supplied WINS Servers is enabled, this value is supplied automatically. If not, enter the
Primary WINS Server address.

e Secondary WINS Server—If Use DHCPv4 Supplied WINS Servers is enabled, this value is supplied automatically. If not, enter the
Secondary WINS Server address.

e Enable WINS Server Registration —Specifies whether iLO registers its name with a WINS server.
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Ping Gateway on Startup setting

This setting causes iLO to send four ICMP echo request packets to the gateway when the iLO processor initializes. This activity ensures
that the ARP cache entry for iLO is up-to-date on the router responsible for routing packets to and from iLO.
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Configuring IPvé6 settings

Use the iLO Dedicated Network Port IPvé Settings page to configure the iLO IPv6 settings. IPv6 is not supported in the Shared Network
Port configuration.

If you downgrade the iLO firmware from version 1.30 or later to version 1.2x, the IPv6 settings will be reset to the default values.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Network > iLO Dedicated Network Port page.

2. Click the IPv6 tab.

3. Configure the DHCPv6 settings.

4, Configure the DNS server settings.

5. Configure the general IPv6 settings.

6. To save the changes you made on the IPvé Settings page, click Submit.
7.

If you are finished configuring the iLO network settings on the General, IPv4, IPv6, and SNTP tabs, click Reset to restart iLO.

It might take several minutes before you can re-establish a connection.
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DHCPv6 settings

iLO Client Applications use IPvé6 first
When both IPv4 and IPvé service addresses are configured for iLO client applications, this option specifies which protocol iLO
tries first when accessing a client application. This setting also applies to lists of addresses received from the name resolver when
using FQDNs to configure NTP.
e Select this check box if you want iLO to use IPv6 first.

e Clear this check box if you want iLO to use IPv4 first.

If communication fails using the first protocol, iLO automatically fries the second protocol.

Enable Stateless Address Auto Configuration (SLAAC)

Select this check box to enable iLO to create IPv6 addresses for itself from router advertisement messages.
iLO creates its own link-local address even when this option is not selected.

Enable DHCPVé in Stateful Mode (Address)
Select this check box to allow iLO to request and configure IPv6 addresses provided by a DHCPv6 server.

e Use DHCPv6 Rapid Commit—Select this check box to instruct iLO to use the Rapid Commit messaging mode with the DHCPv6
server. This mode reduces DHCPv6 network traffic, but might cause problems when used in networks where more than one
DHCPv6 server can respond and provide addresses.

Enable DHCPv6 in Stateless Mode (Other)
Select this check box to enable iLO to request settings for NTP and DNS service location from the DHCPv6 server.

e Use DHCPv6 Supplied Domain Name —Select this check box to use the DHCPv6 server-supplied domain name.

e Use DHCPvé6 Supplied DNS Servers —Select this check box to use IPvé addresses provided by the DHCPvé6 server for DNS
server locations. This setting can be enabled at the same time as the IPv4 DNS server location options.

e Use DHCPv6 Supplied NTP Servers —Select this check box to use IPv6 addresses provided by the DHCPvé server for NTP
server locations. This setting can be enabled at the same time as the IPv4 NTP server location options.

When Enable DHCPv6 in Stateful Mode (Address) is enabled, Enable DHCPv6 in Stateless Mode (Other) is enabled by default
because it is implicit in the DHCPv6 Stateful messages that are required between iLO and the DHCPv6 server.
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IPv6 DNS server settings

e Primary DNS Server, Secondary DNS Server, and Tertiary DNS Server—Enter the IPvé addresses for the DNS service.

When DNS server locations are configured on both the IPv4 and IPv6 pages, both sources are used. Preference is given according to
the iLO Client Applications use IPvé6 first configuration option, primary sources, then secondary, and then tertiary.

e Enable DDNS Server Registration —Specify whether iLO registers its IPvé6 address and name with a DNS server.
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General IPv6 settings

e Static IPvé Address 1, Static IPv6 Address 2, Static IPvé Address 3, and Static IPvé Address 4—Enter up to four static IPvé
addresses and prefix lengths for iLO. Do not enter link-local addresses.

e Static Default Gateway—Enter a default IPvé6 gateway address for cases in which no router advertisement messages are present in
the network.

e Static Route #1, Static Route #2, and Static Route #3—Enter static IPv6 route destination prefix and gateway address pairs. Specify
the prefix length for the destination. Link-local addresses are not allowed for the destination, but are allowed for the gateway.
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iLO features that support IPv6

iLO 4 1.20 and later supports IPv6 in the iLO Dedicated Network Port configuration. It is not supported with the Shared Network Port

configuration.

The IETF introduced IPvé6 in response to the ongoing depletion of the IPv4 address pool. In IPvé, addresses are increased to 128 bits in

length, to avoid an address shortage problem. iLO supports the simultaneous use of both protocols through a dual-stack implementation.

The following features support the use of IPvé:

e |Pvé6 static address assignment

e |Pv6 SLAAC address assignment

e |Pv6 static route assignment

e |Pv6 static default gateway entry

o DHCPvé6 stateful address assignment

e DHCPv6 stateless DNS, domain name, and NTP configuration
e Integrated remote console

e Onboard Administrator single sign-on

e HPE single sign-on

e Web server

e SSH server

e SNTP client

e DDNS client

e RIBCL over IPv6

e SNMP

o AlertMail

e Remote syslog

e WinDBG support

e HPQLOCFG/HPLOMIG over an IPv6 connection

e Scriptable virtual media

e CLI/RIBCL key import over an IPvé connection

e Authentication using LDAP and Kerberos over IPv6

e iLO Federation

e [PMI

IPv6 support for the iLO scripting interfaces requires the following versions of the iLO utilities:
e HPQLOCFG 1.0 or later

e Lights-Out XML Scripting Sample bundle 4.2.0 or later
e HPONCFG 4.2.0 or later

e LOCFG.PL 4.20 or later

o HPLOMIG 4.20 or later

iLO features that support IPv6
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Configuring iLO SNTP settings

Prerequisites

Configure iLO Settings privilege
At least one NTP server is available on your management network.
If you will use a DHCPv4-provided NTP service configuration, the Enable DHCPv4 option is enabled on the IPv4 tab.

If you will use a DHCPvé-provided NTP service configuration, the Enable DHCPv6 in Stateless Mode (Other) option is enabled on the
IPvé tab.

For DHCPv6 time settings configurations only: The server is configured to use the iLO Dedicated Network Port. IPvé is not
supported in the Shared Network Port configuration.

Procedure
1. Navigate to the Network > iLO Dedicated Network Port or Network > Shared Network Port page.
2. Click the SNTP tab.
3. Do one of the following:
e To use DHCP-provided NTP server addresses, enable Use DHCPv4 Supplied Time Settings, Use DHCPv6 Supplied Time Settings,
or both.
e Enter NTP server addresses in the Primary Time Server and Secondary Time Server boxes.
4, If you selected only Use DHCPvé Supplied Time Settings, or if you entered a primary and secondary time server, select the server
time zone from the Time Zone list.
5. Configure the NTP time propagation setting.
For blade servers, this setting is called Propagate NTP or OA Time to Host .
For nonblade servers, this setting is called Propagate NTP Time to Host.
6. To save the changes you made on the SNTP Settings page, click Submit.
7. |If you are finished configuring the iLO network settings on the General, IPv4, IPvé, and SNTP tabs, click Reset to restart iLO.

It might take several minutes before you can re-establish a connection.
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SNTP options

Use DHCPv4 Supplied Time Settings

Configures iLO to use a DHCPv4-provided NTP server address.
Use DHCPv6 Supplied Time Settings

Configures iLO to use a DHCPvé6-provided NTP server address.
NTP time propagation setting

The name of this setting differs depending on the server type.

e Propagate NTP Time to Host (nonblade servers)—Determines whether the server time is synchronized with the iLO time
during the first POST after AC power is applied or iLO is reset to the default settings.

e Propagate NTP or OA Time to Host (blade servers)—Determines whether the server time is synchronized with the iLO time
during the first POST after AC power is applied, a blade is inserted, or iLO is reset to the default settings.

When this setting is enabled, and NTP is not configured or functional, the server time is synchronized with the Onboard

Administrator time.

Primary Time Server

Configures iLO to use a primary time server with the specified address. You can enter the server address by using the server
FQDN, IPv4 address, or IPv6 address.

Secondary Time Server

Configures iLO to use a secondary time server with the specified address. You can enter the server address by using the server
FQDN, IPv4 address, or IPv6 address.

Time Zone

Determines how iLO adjusts UTC time to obtain the local time, and how it adjusts for Daylight Savings Time (Summer Time). In

order for the entries in the iLO Event Log and IML to display the correct local time, you must specify the server location time zone.

If you want iLO to use the time the SNTP server provides, without adjustment, select a time zone that does not apply an

adjustment to UTC time. In addition, that time zone must not apply a Daylight Savings Time (Summer Time) adjustment. There are

several time zones that fit this requirement. One example that you can select in iLO is Atlantic/Reykjavik GMT. If you select this
time zone, the iLO web interface pages and log entries display the exact time provided by the SNTP server.

NOTE:
Configure the NTP servers to use Coordinated Universal Time (UTC).
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iLO clock synchronization

SNTP allows iLO to synchronize its clock with an external time source. Configuring SNTP is optional because the iLO date and time can
also be synchronized from the following sources:

e System ROM (during POST only)

e Insight Management Agents (in the OS)

o Onboard Administrator (ProLiant server blades only)
e Frame Link Module (Synergy compute modules)

Primary and secondary NTP server addresses can be configured manually or through DHCP servers. If the primary server address cannot
be contacted, the secondary address is used.
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DHCP NTP address selection

When you use DHCP servers to provide NTP server addresses, the iLO Client Applications use IPvé first setting on the IPv6 page
controls the selection of the primary and secondary NTP values. When iLO Client Applications use IPv6 first is selected, a DHCPvé6-
provided NTP service address (if available) is used for the primary time server and a DHCPv4-provided address (if available) is used for
the secondary time server.

To change the protocol-based priority behavior to use DHCPvV4 first, clear the iLO Client Applications use IPvé first check box.

If a DHCPv6 address is not available for the primary or secondary address, a DHCPv4 address (if available) is used.
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iLO NIC auto-selection

iLO NIC auto-selection enables iLO to choose between the iLO Dedicated Network Port and the iLO Shared Network Port. At startup, iLO
searches for network activity on the available ports, and automatically selects one for use based on network activity.

This feature enables you to use a common preconfiguration for your ProLiant Gen9 servers. For example, if you have several servers,
some might be installed in a data center where iLO is contacted through the iLO Dedicated Network Port. Other servers might be
installed in a data center where iLO is contacted through the Shared Network Port. When you use iLO NIC auto-selection, you can install
a server in either data center and iLO will select the correct network port.

By default, NIC auto-selection is disabled.
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NIC auto-selection support

e ProLiant Gen9 nonblade servers with iLO 4 2.00 or later support NIC auto-selection.
e iLO 4 2.40 and later can be configured to search both Shared Network Ports on servers that support this configuration.

e iLO 4 2.40 and later supports NIC failover. When enabled, iLO automatically begins searching for a NIC connection when the current
connection fails. NIC auto-selection must be enabled to use this feature.
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iLO startup behavior with NIC auto-selection enabled

When NIC auto-selection is enabled:
e IfiLO was just connected to power, it tests the iLO Dedicated Network Port first.
e |fiLO was just reset, it tests the last used iLO network port first.

e When testing a network port, if iLO detects network activity, then that port is selected for use. If network activity is not found after
approximately 100 seconds, iLO switches to the opposite network port and begins testing there. iLO alternates testing between the
iLO Dedicated Network Port and the iLO Shared Network Port until network activity is detected. An iLO reset occurs each time iLO
switches between network ports for testing purposes.

CAUTION:

If any of the physical NICs are connected to an unsecured network, unauthorized access attempts might occur when
iLO is alternating between the iLO network ports. Hewlett Packard Enterprise strongly recommends that whenever
iLO is connected to any network:

o Use strong passwords for iLO access.
o Never connect the iLO Dedicated Network Port to an unsecured network.

o If the iLO Shared Network Port is connected to an unsecured network, use VLAN tagging on the iLO portion of
the shared NIC, and make sure that the VLAN is connected to a secure network.

e When iLO searches for an active network port, the server UID LED is illuminated. If iLO is reset during the search, the UID LED
flashes for 5 seconds and then is illuminated until an active port is selected or iLO is reset.

e When a server supports both LOM and FlexibleLOM Shared Network Port connections to iLO, iLO will test only the option that was
selected during configuration. It will not alternate testing between LOM and FlexibleLOM options.

e If NIC auto-selection is configured to search for DHCP address assignment activity, but only one of the iLO network ports has DHCP
enabled, iLO tests for received data packet activity on the port that is not configured for DHCP.
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Enabling iLO NIC auto-selection

Procedure
1. Configure both iLO network ports.

Before enabling and using the NIC auto-selection feature, both iLO network ports must be configured for their respective network
environments.

2. Do one of the following:
e Usethe CLIcommand oemhp nicautosel to configure NIC auto-selection.
e To enable NIC auto-selection, add the ILO_NIC_AUTO_SELECT tag to your MOD_NETWORK_SETTINGS script, and run the script.

(Optional) To configure the optional NIC auto-selection features, add the ILO_NIC_AUTO_SNP_SCAN and ILO_NIC_AUTO_DELAY
tags to your MOD_NETWORK_SETTINGS script.

For more information, see the HPE iLO 4 Scripting and Command Line Guide.
3. Arrange the server cabling, and then reset iLO.

The change to NIC auto-selection does not take effect until iLO is reset.
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Configuring NIC failover

Prerequisites

NIC auto-selection is enabled.

Use one of the following options to configure NIC failover. For detailed information, see the HPE iLO 4 Scripting and Command Line
Guide.

Procedure

e Usethe CLIcommand oemhp nicfailover to configure NIC failover.

e Addthe ILO NIC FAIL OVER tagtoyour MOD NETWORK SETTINGS script, and run the script.
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Viewing iLO systems in the Windows Network folder

If UPnP is configured, iLO systems on the same network as a Windows system are displayed in the Windows Network folder.

Procedure

e To start the web interface for an iLO system, right-click the icon in the Windows Network folder, and then select View device
webpage.

View device webpage
Create Shortcut

Properties

e To view the properties of an iLO system, right-click the icon in the Windows Network folder, and then select Properties.

5

S Properties ==

~ l.\

0

Device Details

Manufacturer: Hewlett-Packard
http: ffwww.hp.com/f

Model: iLO 4

http: ffwww.hp.comfgo filo

Model number: 2.00

Device webpage:

Troubleshooting Information
Serial number:

MAC address:

Unigue identifier:

IP address:

[ oK. J [ Cancel Apply

The Properties window includes the following:
o Device Details—iLO manufacturer and version information. To start the iLO web interface, click the Device webpage link.

o Troubleshooting Information—The serial number, MAC address, UUID, and IP address.
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Configuring iLO management settings
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iLO SNMP management
With iLO 3 and earlier, SNMP management used the HPE Insight Management Agents running on the server operating system. With iLO
4, you can use either Agentless Management or the Insight Management Agents. The default configuration uses Agentless Management.

Agentless Management uses out-of-band communication for increased security and stability. With Agentless Management, health
monitoring and alerting is built into the system and begins working the moment a power cord is connected to the server. This feature
runs on the iLO hardware, independent of the operating system and processor. Additional operating system data is collected when the
Agentless Management Service is installed.

If AMS is not installed:
e iLO will not display a full set of data on the Information > System Information pages.
e iLO might not display the correct server name in Insight Online and Insight RS.

Depending on the SNMP configuration you choose, additional software might be required. For more information, see Agentless
Management Service and the Insight Management Agents.

For more information about Agentless Management, see the HPE Agentless Management and the transition from OS-based agents

document at the following website: http://www.hpe.com/info/ilo-docs.

Table 1: Information provided by Agentless Management and Insight Management Agents lists the information collected by the available
server configurations.

Table 1: Information provided by Agentless Management and Insight Management Agents

Component Agentless Management without Agentless Management with AMS 1 Insight Management Agents %, 2
AMs1
I ———————§
Server health e Fans e Fans e Fans
e Temperatures e Temperatures e Temperatures
o Power supplies e Power supplies e Power supplies
e Memory e Memory e Memory
e CPU e CPU e CPU
Storage e Smart Array 2 e Smart Array 2 e Smart Array
e SMART Drive Monitoring e SMART Drive Monitoring e SMART Drive Monitoring
(connected to Smart Array) (connected to Smart Array, (connected to Smart Array,
. Smart HBA, and AHCI) Smart HBA, and AHCI)
e Internal and external drives
connected to Smart Array e Internal and external drives e SAS/SATA HBA/RAID
tedto S t A
e Smart Storage battery connected o smart Array e Fibre Channel/iSCSI
monitoring (supported servers e Smart Storage battery o Tape
only) monitoring (supported servers
only) e External storage
e NVMe drives %
Network e MAC addresses for embedded e MAC and IP address for standup e MAC and IP addresses for
NICs and embedded NICs standup and embedded NICs
e Physical link connectivity and e Link up/link down traps Z, 2 e Link up/link down traps 2
link up/link d t for NIC
ink up/link down traps for s s NIC teaming information e NIC teaming information
that have NC-Sl over MCTP 2
Supported Fibre Channel e VLAN information

e Fibre Channel adapters that
adapters

support Hewlett Packard

Enterprise vendor-defined

MCTP commands €
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Component Agentless Management without Agentless Management with AMS Insight Management Agents

AMS
I ———————§
Other e jLOdata e iLOdata e iLOdata
e Firmware inventory e Firmware inventory e OS information (host SNMP
e Device inventory e Device inventory MIE)

Perf dat
e OS information (host SNMP ¢ rerformance data

MiB) Z e User-configurable thresholds
e Driver/service inventory e Logging events to OS logs
e Logging events to OS logs & e Clustering information
Prefailure warranty e Memory e Memory e Memory
alerts
e Drives (physical and logical) e Drives (physical and logical) e Drives (physical and logical)
1

oI

lon |~

lo IN o~

The Agentless Management without AMS column represents the basic iLO configuration without AMS or the Insight Management
Agents. Server configurations with AMS or the Insight Management Agents provide the same information as the basic iLO
configuration, as well as the information that is listed in the Agentless Management with AMS and Insight Management Agents
columns.

Supported servers only. For more information, see the server specifications.

This configuration does not write the same OS logs as the Insight Management Agents. For example, RAID device status is not
reported.

Supported with iLO 4 2.30 and later.

SNMP traps are suppressed for All Links Down and Link Up/Link Down events that occur during POST. Alerting is suppressed during
POST, but monitoring is still active. Alerts for detected status changes are sent when POST is complete.

Supported with iLO 4 2.50 and later.

The data supplied by Agentless Management is not as extensive as the data supplied by the SNMP agents.

iLO 4 1.05 and later supports AMS-based OS logging for Linux ( /var/log/messages for Red Hatand /var/log/syslog
for SUSE Linux Enterprise Server, Debian, and Ubuntu), Windows, and VMware. iLO 4 1.10 and later supports Smart Array logging.
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Agentless Management Service and the Insight Management Agents

Note the following when you consider whether to install AMS or the Insight Management Agents:

e Hewlett Packard Enterprise does not recommend installing AMS at the same time as the Insight Management Agents and WMI
Providers.

e When you install AMS on Windows systems, the Agentless Management Service Control Panel is installed. You can use the Control
Panel to configure SNMP settings, to enable or disable AMS, and to remove AMS.

e AMS writes operating system configuration information and critical events to the Active Health System Log.
e Install the iLO 3/4 Channel Interface Driver before installing AMS.

e The Insight Management Agents are not supported on Synergy compute modules.
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Installing AMS or the Insight Management Agents

Procedure

1.

Obtain AMS or the Insight Management Agents from one of the following sources:

Download the SPP (Windows, Red Hat Enterprise Linux, SUSE Linux Enterprise Server) from the following website:

http://www.hpe.com/servers/spp.

Download the software from the Hewlett Packard Enterprise Support Center (Windows, Red Hat Enterprise Linux, SUSE Linux
Enterprise Server, VMware) at http://www.hpe.com/support/hpesc.

Download the software from the vibsdepot section of the Software Delivery Repository website at

http://www.hpe.com/support/SDR-Linux (VMware).

AMS is also included in the customized Hewlett Packard Enterprise VMware ISO images (http://www.hpe.com/support/SDR-

Linux).

Subscribe to the Linux Management Component Pack (Ubuntu). For more information, see http://www.hpe.com/support/SDR-
Linux.

Install the software.

For instructions on using the SPP, see the SPP documentation at http://www.hpe.com/info/spp/documentation.

For other download types, follow the installation instructions provided with the software.
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Verifying AMS installation
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Verifying AMS status:iLO web interface

Procedure
1. Navigate to the Information > System Information page.
2. Click the Summary tab.

AMS is listed in the Subsystems and Devices table. The possible values follow:

e Not available—AMS is not available because it was not detected, the server is in POST, or the server is powered off.

e OK—AMS is installed and running.
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Verifying AMS status: Windows

Procedure

1.

Open the Windows Control Panel.

If the AMS Control Panel is present, then AMS is installed.
Open the AMS Control Panel.

Click the Service tab.

If AMS is enabled, the following message appears:

Agentless Management Service (AMS) is enabled.

Verifying AMS status: Windows
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Verifying AMS status: SUSE Linux Enterprise Server and Red Hat Enterprise Linux

Procedure

1. To verify that AMS is installed, enter the following command:
rpm —gi hp-ams

2. To verify that AMS is running, enter the following command:
service hp-ams status
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Verifying AMS status: VMware

Procedure
1. Verify that AMS is installed.
a. Access the VMware host from the VMware vSphere Client.
b. Navigate to the Inventory > Configuration > Health Status tab for the server.
c. Click the plus sign (+) next to Software Components.
The software installed on the host is listed. The AMS component includes the string hp-ams .
The full name of the AMS component is different for each supported version of ESX/ESXi.

2. To verify that AMS is running, enter the following command:
/etc/init.d/hp-ams.sh status
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Verifying AMS status: Ubuntu

Procedure

1. To verify that AMS is installed, enter the following command:
dpkg -1 hp-ams

2. To verify that AMS is running, enter the following command:
sudo service hp-ams status
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Restarting AMS

Procedure
e Windows—Navigate to the Windows Services page and restart AMS.
e SUSE Linux Enterprise Server and Red Hat Enterprise Linux —Enter the following command: service hp-ams restart.

e VMware—Enter the following command:
/etc/init.d/hp-ams.sh restart

e Ubuntu—Enter the following command:
sudo service hp-ams restart
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Nagios plug-in for Agentless Management

The Nagios plug-in for Agentless Management interacts with the Agentless Management infrastructure to provide out-of-band
monitoring of ProLiant Gen8 servers, ProLiant Gen9 servers, and Synergy compute modules.

Nagios is an open-source application that can be used to monitor computer systems, networks, and IT infrastructure.

Download the plug-in from the Nagios website at https://exchange.nagios.org/.
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Configuring SNMP settings

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Management page.

2. On the SNMP Settings tab, select the SNMP setting to enable: Agentless Management or SNMP Pass-thru.
3. If you selected Agentless Management, enter the following values:

e System Location

System Contact

System Role

System Role Detail

Read Community

These values are unavailable when SNMP Pass-thru is selected.
4, Enter the following information:

e Trap Community

e SNMP Alert Destination(s)

e SNMP Port

5. To save the configuration, click Apply.
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SNMP options for all configurations

SNMP management configuration
Choose one of the following:

e Agentless Management (default)—Use SNMP agents running on iLO to manage the server. In this configuration, iLO fulfills
SNMP requests sent by the client to iLO over the network. This setting does not affect alerts.

o SNMP Pass-thru—Use SNMP agents running on the host operating system to manage the server. SNMP requests sent by the
client to iLO over the network are passed to the host operating system. The responses are then passed to iLO and returned to
the client over the network. This setting does not affect alerts.

Trap Community
The configured SNMP trap community string.
SNMP Alert Destination(s)

The IP addresses or FQDNs of up to three remote management systems that will receive SNMP alerts from iLO.

NOTE:
Typically, you enter the HPE SIM server console IP address in one of the SNMP Alert Destination(s) boxes.

When SNMP Alert Destinations are configured using FQDNs, and DNS provides both IPv4 and IPv6 addresses for
the FQDNSs, iLO sends traps to the address specified by the iLO Client Applications use IPvé6 first setting on the
IPv6 page. If iLO Client Applications use IPvé first is selected, traps will be sent to IPv6 addresses (when
available). When iLO Client Applications use IPvé first is not selected, traps will be sent to IPv4 addresses (when
available).

SNMP Port

The port used for SNMP communications. This value is read-only, but can be modified on the Access Settings page.
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SNMP options for Agentless Management only

System Location

A string of up to 49 characters that specifies the physical location of the server.

System Contact

A string of up to 49 characters that specifies the system administrator or server owner. The string can include a name, email
address, or phone number.

System Role

A string of up to 64 characters that describes the server role or function.

System Role Detail

A string of up to 512 characters that describes specific tasks that the server might perform.

Read Community
The configured SNMP read-only community string.
Read Community supports the following formats:
e A community string (for example, public).
e A community string followed by an IP address or FQDN (for example, public 192.168.0.1).
Use this option to specify that SNMP access will be allowed from the specified IP address or FQDN.

For iLO 4 1.10 or later, you can enter an IPv4 address, an IPvé address, or an FQDN.
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SNMPv3 authentication

iLO 4 1.20 or later supports SNMPv3 authentication when you use the Agentless Management configuration.
The following SNMPv3 security features enable secure data collection from iLO SNMP agents:

e Message integrity prevents tampering during packet transmission.

e Encryption prevents packet snooping.

e Authentication ensures that packets are from a valid source.

By default, SNMPv3 supports the User-based Security Model. With this model, security parameters are configured at both the SNMP
agent level (iLO) and the SNMP manager level (client system). Messages exchanged between the SNMP agent and the manager are
subject to a data integrity check and data origin authentication.

iLO supports three user profiles in which you can set the SNMPv3 USM parameters.
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Configuring SNMPv3 users

Prerequisites

e Configure iLO Settings privilege

e iLOis configured to use Agentless Management.

Procedure

1. Navigate to the Administration > Management page.

The SNMP Settings tab is displayed.

2. Select a user profile in the SNMPv3 Users section, and then click Edit.
If user profiles are not configured, the Security Name column displays each profile with the value unset.
The iLO web interface updates to show the SNMPv3 user options.

3. Enter the following values:

e Security Name

e Authentication Protocol

e Authentication Passphrase
e Privacy Protocol

e Privacy Passphrase

4, To save the user profile, click Apply.
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SNMPv3 user options

e Security Name—The user profile name. Enter an alphanumeric string of 1 to 32 characters.

e Authentication Protocol—Sets the message digest algorithm to use for encoding the authorization passphrase. The message digest
is calculated over an appropriate portion of an SNMP message, and is included as part of the message sent to the recipient.

Select MD5 or SHA.
e Authentication Passphrase —Sets the passphrase to use for sign operations. Enter a value of 8 to 49 characters.

e Privacy Protocol—Sets the encryption algorithm to use for encoding the privacy passphrase. A portion of an SNMP message is
encrypted before transmission. Select AES or DES.

e Privacy Passphrase—Sets the passphrase used for encrypt operations. Enter a value of 8 to 49 characters.
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Deleting an SNMPv3 user profile

Prerequisites

e Configure iLO Settings privilege

e iLOis configured to use Agentless Management.
Procedure

1. Navigate to the Administration > Management page.

2. Scroll to the SNMPv3 Users section.

3. Select a user profile in the SNMPv3 Users section, and then click Delete.

4. When prompted to confirm the request, click OK.

Deleting an SNMPv3 user profile
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Configuring the SNMPv3 Engine ID

The SNMPv3 Engine ID sets the unique identifier of an SNMP engine belonging to an SNMP agent entity.

Prerequisites

e Configure iLO Settings privilege

e iLOis configured to use Agentless Management.
Procedure

1. Navigate to the Administration > Management page.

2. Enter a value in the SNMPv3 Engine ID box.

This value must be a hexadecimal string of 6 to 48 characters, not counting the preceding Ox, and must be an even number of
characters (for example, 0x01020304abcdef ). If you do not configure this setting, the value is system-generated.

3. Click Apply.
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Configuring SNMP alerts

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Management page.

2. Scroll to the SNMP Alerts section.

3. Configure the Trap Source Identifier by selecting iLO Hostname or OS Hostname.
4. Enable or disable the following alert types:

e iLO SNMP Alerts

Forward Insight Manager Agent SNMP Alerts

Cold Start Trap Broadcast
e SNMPv1 Traps
5. Optional: To generate a test alert and send it to the configured SNMP Alert Destination(s), click Send Test Alert.

Test alerts include an Insight Management SNMP trap, and are used to verify the network connectivity of iLO in HPE SIM. After the
alert is generated, check the HPE SIM console for receipt of the alert.

6. To save the configuration, click Apply.
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SNMP alert settings

Trap Source Identifier

Determines the host name that is used in the SNMP-defined sysName variable when iLO generates SNMP traps. The default
setting is iLO Hostname

The host name is an OS construct and it does not remain persistent with the server when hard drives are moved to a new server
platform. The iLO sysName, however, remains persistent with the system board.

iLO SNMP Alerts

Alert conditions that iLO detects independently of the host operating system can be sent to specified SNMP alert destinations. If
this option is disabled, no traps will be sent to the configured SNMP alert destinations.

Forward Insight Manager Agent SNMP Alerts

Alert conditions detected by the host management agents can be forwarded to SNMP alert destinations through iLO. The Insight
Management Agents generate these alerts, which are available for each supported operating system. Insight Management Agents
must be installed on the host server to receive these alerts.

Cold Start Trap Broadcast

When this option is enabled and no valid trap destinations are configured, Cold Start Trap is broadcast to a subnet broadcast
address.

The Cold Start Trap is broadcast when any of the following conditions is met:
e SNMP Alert Destinations are not configured.
e iLO failed to resolve all the SNMP Alert Destinations to IP addresses.

The subnet broadcast address for an IPv4 host is obtained by performing a bitwise logical OR operation between the bit
complement of the subnet mask and the host IP address. For example, the host 192.168.1.1 , which has the subnet mask
255.255.252.0, has the broadcast address 192.168.1.1 | 0.0.3.255 = 192.168.3.255.

SNMPvV1 Traps

When enabled, SNMPv1 traps are sent to the remote management systems configured in the SNMP Alert Destination(s) boxes.
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Using the AMS Control Panel to configure SNMP and SNMP alerts (Windows only)

Procedure

1. Open the Agentless Management Service Control Panel.

2.

3.

Click the SNMP tab.

Update the SNMP settings.

(Optional) To generate a test alert and send it to the configured Trap Destination(s), click Send Test Trap.

Test alerts are used to verify the network connectivity of iLO with the Trap Destination(s) addresses. After the alert is generated,

check the alert destination for receipt of the alert.

To save the configuration, click Apply.

Using the AMS Control Panel to configure SNMP and SNMP alerts (Windows only)
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SNMP traps

The following table lists the SNMP traps supported by iLO 4 and supported ProLiant servers and Synergy compute modules.

To cross reference an SNMP trap with REST alert information, see REST alerts.

Trap number

SNMP trap name

Description

0

1006

1010

1011

1012

1013

1014

3033

3034

3038

3039

3040

3046

3047

3049

5022

6026

6027

6032

6033

6034

Cold Start Trap

Authentication Failure Trap

cpqSeCpuStatusChange

cpgqSeUSBStorageDeviceReadErrorOccurred

cpqSeUSBStorageDeviceWriteErrorOccurred

cpgqSeUSBStorageDeviceRedundancyLost
cpqSeUSBStorageDeviceRedundancyRestored

cpgqSeUSBStorageDeviceSyncFailed

cpgDabCntlrStatusChange

cpgDabLogDrvStatusChange

cpgDabAccelStatusChange

cpgDabAccelBadDataTrap

cpgDabAccelBatteryFailed

cpgDa7PhyDrvStatusChange

cpgDa7SpareStatusChange

cpgDaPhyDrvSSDWearStatusChange

cpgSasPhyDrvStatusChange

cpgHe3ThermalConfirmation

cpqHe3PostError

cpgHe3FltTolPowerRedundancyLost

cpgHe3FItTolPowerSupplylnserted

cpqHe3FItTolPowerSupplyRemoved

SNMP was initialized, the system completed
POST, or AMS started.

SNMP detected an authentication failure.

An uncorrectable machine check exception was
detected in a processor.

A read error occurred on an attached USB
storage device.

A write error occurred on an attached USB
storage device.

USB storage device redundancy was lost.
USB storage device redundancy was restored.

The sync operation to restore USB storage
device redundancy failed.

Smart Array controller status change detected.

Smart Array logical drive status change
detected.

Smart Array cache module status change
detfected.

The Smart Array cache module lost backup
power.

The Smart Array cache module backup power
failed.

Smart Array physical drive status change
detected.

Smart Array spare drive status change detected.

Smart Array physical drive SSD wear status
change detected.

AMS detected a change in the status of an SAS
or SATA physical drive.

The server was shut down due to a thermal
anomaly and is now operational.

One or more POST errors occurred.

The fault-tolerant power supplies lost
redundancy for the specified chassis.

A fault-tolerant power supply was inserted.

A fault-tolerant power supply was removed.
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Trap number

SNMP trap name

Description

6035

6036

6037

6038

6039

6041

6042

6048

6049

6050

6051

6054

6055

6064

6069

6070

6071

6072

6073

6074

6075

8029

8030

cpqHe3FltTolFanDegraded

cpqHe3FltTolFanFailed

cpgHe3FltTolFanRedundancyLost
cpgHe3FltTolFaninserted
cpgHe3FItTolFanRemoved

cpgHe3TemperatureDegraded

cpgHe3TemperatureOk

cpgHe4FItTolPowerSupplyOk

cpqHe4FltTolPowerSupplyDegraded

cpgHe4FItTolPowerSupplyFailed

cpgHeResilientMemMirroredMemoryEngaged

cpgHe3FItTolPowerRedundancyRestore

cpgHe3FltTolFanRedundancyRestored

cpgHe5CorrMemReplaceMemModule

cpqHe4FltTolPowerSupplyACpowerloss

cpgHeSysBatteryFailed
cpgHeSysBatteryRemoved

cpgHeSysPwrAllocationNotOptimized

cpgHeSysPwrOnDenied

cpgHePowerFailureError

cpgHelnterlockFailureError

cpgSs6FanStatusChange

cpqSsé6TempStatusChange

The fault-tolerant fan condition was set to
Degraded.

The fault-tolerant fan condition was set to
Failed.

The fault-tolerant fans lost redundancy.

A fault-tolerant fan was inserted.

A fault-tolerant fan was removed.

The temperature status was set to Degraded,
and the temperature is outside the normal
operating range. Depending on the system
configuration, this system might be shut down.

The temperature status was set to OK.

The fault-tolerant power supply condition was
set to OK.

The fault-tolerant power supply condition was
set to Degraded.

The fault-tolerant power supply condition was
set to Failed.

The Advanced Memory Protection subsystem
detected a memory fault. Mirrored Memory was

activated.

The fault-tolerant power supplies returned to a
redundant state.

The fault-tolerant fans returned to a redundant
state.

Memory errors were corrected. Replace the
memory module.

The fault-tolerant power supply in the specified
chassis and bay reported AC power loss.

The HPE Smart Storage Battery failed.

The HPE Smart Storage Battery was removed.

iLO could not determine the power requirements.

The server power allocation is not optimized.

The server could not power on because the
hardware cannot be identified.

A device power failure was detected.

A device is missing or improperly seated on the
system board.

The storage enclosure fan status changed.

The storage enclosure temperature status
changed.
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Trap number

SNMP trap name

Description

8031

8032

9001

9003

9005

9012

9013

9017

9018

9019

9020

11003

11018

11020

14004

16028

18011

18012

18013

18014

18015

cpqSs6PwrSupplyStatusChange
cpgSsConnectionStatusChange
cpqSm2ServerReset

cpgSm2UnauthorizedLoginAttempts

cpqSm2SelfTestError

cpgSm2SecurityOverrideEngaged

cpgSm2SecurityOverrideDisengaged

cpqSm2ServerPowerOn

cpgSm2ServerPowerOff

cpgSm2ServerPowerOnFailure

cpgSm2irsCommFailure

cpgHo2GenericTrap

cpgqHo2PowerThresholdTrap
cpgHoMibHealthStatusArrayChangeTrap
cpqldeAtaDiskStatusChange

cpgFca3HostCntlrStatusChange

cpqNic3ConnectivityRestored

cpqNic3ConnectivityLost

cpgNic3Redundancylncreased

cpgNic3RedundancyReduced

cpgNicAllLinksDown

The storage enclosure power status changed.
The storage enclosure status changed.
The server power was reset.

The maximum unauthorized login attempt
threshold was exceeded.

iLO detected a self-test error.

iLO detected that the security override jumper
was toggled to the engaged position.

iLO detected that the security override jumper
was toggled to the disengaged position.

The server was powered on.
The server was powered off.
A power-on request occurred, but the server
could not be powered on because of a failure

condition.

Communication with Insight Remote Support or
Insight Online failed.

Generic trap. Verifies that the SNMP
configuration, client SNMP console, and network
are operating correctly. You can use the iLO web
interface to generate this alert to verify receipt
of the alert on the SNMP console.

A power threshold was exceeded.
A server health status change occurred.
AMS detected an ATA disk drive status change.

AMS detected a Fibre Channel host controller
status change.

Connectivity was restored to a logical network
adapter.

The status of a logical network adapter changed
to Failed.

AMS detected that a previously failed physical
adapter in a connected logical adapter group
returned to OK status.

AMS detected that a physical adapter in a logical
adapter group changed to Failed status, but at

least one physical adapter remains in OK status.

All links are down on a network adapter.

For more information about these SNMP traps, see the following files in the Insight Management MIB update kit for HPE SIM:

e cpgida.mib

—
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cpghost.mib
cpghlth.mib
cpgsm2 .mib
cpgide.mib
cpgscsi.mib
cpgnic.mib
cpgstsys.mib

cpgstdeqg.mib
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REST alerts

The following table lists the REST alerts supported by iLO 4 and supported ProLiant servers and Synergy compute modules. To cross

reference a REST alert with SNMP trap information, see SNMP traps.

TrapID  REST Alert ID REST Severity
0 N/A N/A
4 SNMPAuthenticationFailure OK
1006 N/A N/A
1010 N/A N/A
1011 N/A N/A
1012 N/A N/A
1013 N/A N/A
1014 N/A N/A
3033 DrvArrControllerFailed Critical
DrvArrControllerOK OK
3034 DrvArrLogDrvFailed Critical
DrvArrLogDrvUnconfigured Warning
DrvArrLogDrvRecovering Critical
DrvArrLogDrvReadyRebuild Critical
DrvArrLogDrvRebuilding Warning
DrvArrLogDrvWrongDrive Critical
DrvArrLogDrvBadConnect Critical
DrvArrLogDrvOverheating OK
DrvArrLogDrvShutdown Warning
DrvArrLogDrvExpanding Critical
DrvArrLogDrvNotAvailable Ok
DrvArrLogDrvQueuedForExpansion Warning
DrvArrLogDrvMultiPathAccessDegraded Warning
DrvArrLogDrvErasing Warning
DrvArrLogDrvPredictiveSpareRebuildReady Warning
DrvArrLogDrvRapidParitylnitializationlnProgress OK
DrvArrLogDrvRapidParitylnitializationPending OK
DrvArrLogDrvNoAccessEncryptedMissingKey Warning
DrvArrLogDrvUnencryptedToEncryptedTransformationlnProgress Warning
DrvArrLogDrvRekeyInProgress Critical
DrvArrLogDrvNoAccessEncryptedWithControllerEncryptionNotEnabled Warning
DrvArrLogDrvUnencryptedToEncryptedTransformationNotStarted OK
DrvArrLogDrvNewLogDrvKeyRekeyRequestReceived Warning
DrvArrLogDrvOK Critical
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TrapID  REST Alert ID REST Severity
3038 DrvArrayAccBoardinvalid Warning
DrvArrayAccBoardEnabled OK
DrvArrayAccBoardTempDisabled_BadConfiguration Critical
DrvArrayAccBoardTempDisabled_LowBatteryPower Critical
DrvArrayAccBoardTempDisabled_DisableCommandIssued Warning
DrvArrayAccBoardTempDisabled_NoResourcesAvailable Warning
DrvArrayAccBoardTempDisabled_BoardNotConnected Critical
DrvArrayAccBoardPermDisabled_BadMirrorData Warning
DrvArrayAccBoardPermDisabled_ReadFailure Warning
DrvArrayAccBoardPermDisabled_WriteFailure Warning
DrvArrayAccBoardPermDisabled_ConfigCommand Warning
DrvArrayAccBoardTempDisabled_ExpandinProgress OK
DrvArrayAccBoardTempDisabled_RedundantLowBattery oK
DrvArrayAccBoardTempDisabled_RedundantSizeMismatch OK
DrvArrayAccBoardTempDisabled_RedundantCacheFailure Warning
DrvArrayAccBoardPermDisabled_ExcessiveECCErrors Critical
DrvArrayAccBoardTempDisabled_RAID_ADG_EnablerModuleMissing Critical
DrvArrayAccBoardPermDisabled_PostECCErrors OK
DrvArrayAccBoardPermDisabled_BackupPowerSourceHotRemoved Critical
DrvArrayAccBoardPermDisabled_CapacitorChargeLow Critical
DrvArrayAccBoardPermDisabled_NotEnoughBatteries Warning
DrvArrayAccBoardPermDisabled_NotSupportedByFirmware Warning
DrvArrayAccBoardPermDisabled_BatteryNotSupported Critical
DrvArrayAccBoardPermDisabled_NoCapacitorAttached Critical
DrvArrayAccBoardPermDisabled_FlashBackedBackupFailed Warning
DrvArrayAccBoardPermDisabled_FlashBackedRestoreFailed Critical
DrvArrayAccBoardPermDisabled_FlashBackedHardwareFailure Critical
DrvArrayAccBoardPermDisabled_CapacitorFailedToCharge Critical
DrvArrayAccBoardPermDisabled_IncompatibleCacheModule Critical
DrvArrayAccBoardPermDisabled_ChargerCircuitFailure Critical
DrvArrayAccBoardTempDisabled_MegaCellNotCabled Critical
DrvArrAcceleratorFlashMemoryNotAttached Warning
3039 DrvArrayAccBoardBadData Critical
3040 DrvArrayAccBoardBatteryFailed Critical
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TrapID  REST Alert ID REST Severity
I ————
3046 DrvArrPhysDrvFailed Critical
DrvArrPhysDrvPredictiveFailure Warning
DrvArrPhysDrvWearOut Warning
DrvArrPhysDrvNotAuthenticated Warning
DrvArrPhysDrvErasing Warning
DrvArrPhysDrvEraseDone Warning
DrvArrPhysDrvEraseQueued Warning
DrvArrPhysDrvOK OK
3047 DrvArrSpareDriveFailed Critical
DrvArrSpareDrivelnactive OK
DrvArrSpareDriveBuilding Critical
DrvArrSpareDriveActive OK
3049 DrvArrSolidStateDiskWearOK OK
DrvArrSolidStateDiskFiftySixDayThresholdPassed Warning
DrvArrSolidStateDiskFivePercentThresholdPassed Warning
DrvArrSolidStateDiskTwoPercentThresholdPassed Warning
DrvArrSolidStateDiskWearOut Critical
5022 N/A N/A
6026 ServerOperational Warning
6027 POSTErrorsOccurred Warning
6032 PowerRedundancyLost Warning
6033 PowerSupplylnserted OK
6034 PowerSupplyRemoved Warning
6035 FanDegraded Critical
6036 FanFailed Critical
6037 FanRedundancyLost Warning
6038 Faninserted OK
6039 FanRemoved Warning
6041 ThermalStatusDegradedSysShutdown Critical
ThermalStatusDegradedSysContinue Critical
6042 ThermalStatusOK OK
6048 PowerSupplyOK OK
6049 PowerSupplyDegraded Critical
6050 PowerSupplyFailed Critical
6051 MirroredMemoryEngaged Warning
6054 PowerRedundancyRestored OK

REST alerts

274



TrapID  REST Alert ID REST Severity
. __________________________________________________________________________________________________________________________________|
6055 FanRedundancyRestored OK
6064 CorrectableOrUncorrectableMemoryErrors Warning
6069 PowerSupplyACPowerLoss Critical
6070 SystemBatteryFailed Warning
6071 SystemBatteryRemoved Warning
6072 SystemPowerAllocationNotOptimized Critical
6073 SystemPowerOnDenied Critical
6074 PowerFailureErrorTempAbovecCritical Critical
PowerFailureErrorinputPowerLoss Critical
PowerFailureErrorBadFuse Critical
PowerFailureStandby Critical
PowerFailureRuntime Critical
PowerFailurePowerOn Critical
PowerFailureUnknown Critical
PowerFailureCpuThermalTrip Critical
6075 InterlockFailureErrorStandby Critical
InterlockFailureErrorRuntime Critical
InterlockFailureErrorPowerOn Critical
InterlockFailureErrorUnknown Critical
8029 StorageSystemFanFailed Critical
StorageSystemNoFan Warning
StorageSystemFanDegraded Critical
StorageSystemFanOK oK
8030 StorageSystemTemperatureFailed Critical
StorageSystemTemperatureDegraded Critical
StorageSystemTemperatureOK Warning
StorageSystemNoTemperature oK
8031 StorageSystemPwrSupplyDegraded Critical
StorageSystemNoPwrSupply Warning
StorageSystemPwrSupplyOK OK
8032 N/A N/A
9001 ServerResetDetected Warning
9003 UnauthorizedLoginAttempts OK
9005 N/A N/A
9012 SecurityOverrideEngaged OK
9013 SecurityOverrideDisengaged OK
9017 ServerPoweredOn OK
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Trap ID

9018

9019

9020

11003

11018

11020

14004

16028

18011

18012

18013

18014

REST Alert ID

ServerPoweredOff
ServerPowerOnFailure
ILOTolnsightRemoteSupportCommunicationFailure
N/A
PowerThresholdBreach
N/A

N/A

N/A
NicConnectivityRestored
NicConnectivityLost

N/A

N/A

REST Severity

oK
Critical
Warning
N/A
Warning
N/A
N/A
N/A

oK
Warning
N/A

N/A
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Configuring Insight Management integration

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Management page.

2. On the SNMP Settings tab, scroll to the Insight Management Integration section.

3. Configure the HPE SMH FQDN/IP Address.

4. Select the Level of Data Returned.

5. Optional: Click View XML Reply to view the response sent to HPE SIM when it uses the provided address to request iLO management
processor identification.

6. To save the changes, click Apply.

Configuring Insight Management integration
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Insight Management integration options

HPE SMH FQDN/IP Address
This value sets the browser destination of the Insight Agent link on iLO pages.

Enter the FQDN or IP address of the host server. The protocol (https://) and port number (:2381) are added automatically to the IP
address or DNS name to allow access from iLO. If the URL is set through another method (for example, HPQLOCFG), click the
browser refresh button to display the updated URL.

Level of Data Returned

This setting controls the content of an anonymous discovery message received by iLO. The information returned is used for HPE
SIM HTTP identification requests. The following options are available:

e Enabled (iLO+Server Association Data) (default)—Enables HPE SIM to associate the management processor with the host
server, and provides sufficient data to enable integration with HPE SIM.

When the iLO health status is Degraded, iLO displays the health status and a description of the issue on the Login page. The
iLO health status is based on the combined results of the iLO diagnostic self-tests. Self-test failures that could compromise
security are not displayed in the description.

e Disabled (No Response to Request)—Prevents iLO from responding to HPE SIM requests.

View XML Reply

Displays the response sent to HPE SIM when it uses the provided address to request iLO management processor identification.
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iLO AlertMail

iLO AlertMail enables you to configure iLO to send alert conditions detected independently of the host operating system to a specified
email address. iLO mail alerts include major host system events.

Some email service providers establish filters and rules to block problem emails such as spam, commercial content, and unwanted volume.
These tools might block the receipt of messages generated by iLO. These email services are not suitable for receiving iLO AlertMail
messages.
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Enabling AlertMail

Prerequisites
e Configure iLO Settings privilege

e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

Procedure

1. Navigate to the Administration > Management > AlertMail page.
2. Select the Enable iLO AlertMail check box.
3. Enter the following information:
e Email Address
e Sender Domain
e SMTP Port
e SMTP Server
4. To save the changes, click Apply.
5. Optional: To send a test message to the configured email addresses, click Send Test AlertMail.
This button is available only when AlertMail is enabled.
The test AlertMail is initiated.

6. Optional: If you sent a test message, check the iLO Event Log to confirm that it was sent successfully.
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AlertMail options

Email Address

The destination email address for iLO email alerts. This string can be up to 63 characters and must be in standard email address
format. You can enter only one email address.

Sender Domain

The domain name specified in the sender (From) email address. The sender email address is formed by using the iLO name as the
host name, and the sender domain as the domain name. This string can be up to 63 characters.

SMTP Port

The port that the SMTP server will use for unauthenticated SMTP connections. The default value is 25.

SMTP Server

The IP address or DNS name of the SMTP server or the Mail Submission Agent. This server cooperates with the Mail Transfer
Agent to deliver the email. This string can be up to 63 characters.
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Disabling AlertMail

Prerequisites
e Configure iLO Settings privilege

e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

Procedure
1. Navigate to the Administration > Management > AlertMail page.
2. Clear the Enable iLO AlertMail check box.

3. To save the changes, click Apply.
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Remote syslog

The remote syslog feature allows iLO to send event notification messages to syslog servers. The iLO firmware remote syslog includes the
IML and iLO event log.

The remote syslog format adheres to RFC5242. The syslog must start with the iLO time stamp followed by the iLO Hostname, the
subsystem name (that generated the log), and the log text. For example:

2020-08-26T15:26:43Z ILO7CE712P2K6 DriveArray Smart Array — Drive is failed: Port Box 0 Bay 0
ACTION:1. Be sure all cables are connected properly and securely. 2. Be sure all drives are

fully seated. 3 Replace the defective cables, drive, or both.

: Remote syslog 283



Enabling iLO remote syslog

Prerequisites
e Configure iLO Settings privilege

e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

e The remote syslog server is configured to use UDP.
Procedure
1. Navigate to the Administration > Management > Remote Syslog page.
2. Select the Enable iLO Remote Syslog check box.
3. Enter the following information:
e Remote Syslog Port
e Remote Syslog Server
4. To save the changes, click Apply.
5. (Optional) To send a test message to the configured syslog server, click Send Test Syslog.

This button is available only when iLO remote syslog is enabled.
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Remote syslog options

Remote Syslog Port—The port number through which the syslog server is listening. Only one port number can be entered in this box.

When you enter multiple remote syslog servers, they must use the same port. The default value is 514.

Remote Syslog Server—The IP address, FQDN, IPvé name, or short name of the server running the syslog service. To enter multiple
servers, separate the server IP address, FQDN, IPv6 name, or short name with a semicolon. You can enter up to 63 characters per
server, and a total of 127 characters.

On Linux systems, a tool called syslog logs system events. You can set a syslog server on a remote system that will act as a central
logging system for iLO systems. If the iLO remote syslog feature is enabled, it can send its logs to the syslog server.
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Disabling iLO Remote Syslog

Prerequisites

e A license that supports this feature is installed. For information about the available license types and the features they support, see
the licensing documentation at the following website: http://www.hpe.com/info/ilo-docs.

e Configure iLO Settings privilege

Procedure

1. Navigate to the Administration > Management > Remote Syslog page.
2. Clear the Enable iLO Remote Syslog check box.

3. To save the changes, click Apply.
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Managing remote support
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HPE embedded remote support

iLO 4 includes the embedded remote support feature, which allows you to register supported servers for HPE remote support. You can
also use iLO to monitor service events and remote support data collections.

Connecting a server to Hewlett Packard Enterprise allows it to be remotely supported and to send diagnostic, configuration, telemetry,
and contact information to Hewlett Packard Enterprise. No other business information is collected, and the data is managed according to
the Hewlett Packard Enterprise privacy statement, which you can review at the following website: http://www.hpe.com/info/privacy.

When you use the embedded remote support feature, choose from the following configuration options: Insight Online direct connect and
Insight Remote Support central connect.

Insight Online direct connect

Register a server directly with Insight Online without the need to set up an Insight Remote Support centralized host server in your local
environment. Insight Online will be your primary interface for remote support information.

Insight Online is a Hewlett Packard Enterprise Support Center feature that enables you to view your remotely monitored devices
anywhere, anytime. It provides a personalized dashboard for simplified tracking of IT operations and support information, including a
mobile dashboard for monitoring when you are on the go.

] —

| Hewlett Packard
I Enterprise

Server ]

Firewall

Insight Remote Support central connect

Register a server with Hewlett Packard Enterprise through an Insight Remote Support centralized host server in your local environment.
All configuration and service event information is routed through the host server. This information can be viewed by using the local
Insight RS Console or the web-based view in Insight Online (if it is enabled in Insight RS).

] —

| Hewlett Packard
I Enterprise

Server Insight RS ]
host server

Firewall
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Device support

Embedded remote support registration is supported for the following device types.

IMPORTANT:

If you use HPE OneView to manage your environment, use HPE OneView to register for remote support. For more
information, see the HPE OneView documentation.

Insight Online direct connect

e ProlLiant Gen8 servers

e ProlLiant Gen9 servers

Insight Remote Support central connect

o ProLiant Gen8 servers

o ProLiant Gen9 servers
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Data collected by HPE remote support

When a server is registered for remote support, iLO collects Active Health System and server configuration information, and then iLO or
the Insight RS host server sends this information to Hewlett Packard Enterprise. Active Health System information is sent every seven
days, and configuration information is sent every 30 days. The following information is included:

Registration
During server registration, iLO collects data to identify the server hardware. Registration data includes the following:
e Server model
e Serial number
e iLO NIC address
Service events

When service events are recorded, iLO collects data to identify the relevant hardware component. Service event data includes the
following:

e Server model

e Serial number

e Part number of the hardware component

e Description, location, and other identifying characteristics of the hardware component
Configuration

During data collection, iLO collects data to enable proactive advice and consulting. Configuration data includes the following:

e Server model

e Serial number

e Processor model, speed, and utilization

e Storage capacity, speed, and utilization

e Memory capacity, speed, and utilization

e Firmware/BIOS

e |Installed drivers, services, and applications (if AMS is installed)

Active Health System

During data collection, iLO collects data about the health, configuration, and runtime telemetry of the server. This information is
used for troubleshooting issues and closed-loop quality analysis.
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HPE Tech Care service

HPE Tech Care service customers must register their servers for remote support to receive the following Tech Care features: Tech Care
Scan Report and Firmware and Software Version Report.

e The direct connect option requires the installation of AMS.
[ ]

The central connect option requires the installation of AMS or the SNMP/WBEM agents.

For more information, see the following website: https://www.hpe.com/services/techcare.
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Prerequisites for remote support registration

Procedure

1. Install a supported browser to use when you log in to the remote support solution components .

2. If you do not have an HPE Passport account, create one at the following website: http://www.hpe.com/info/insightonline, and make a
note of your login credentials.

In most cases, your HPE Passport user ID is the same as the email address you used during the HPE Passport registration process. If
you changed your user ID in the Hewlett Packard Enterprise Support Center, be sure to log in with your user ID and not your email
address.

3. Navigate to the following website and verify that the product you will register for remote support has an active Hewlett Packard
Enterprise warranty or contract: http://www.hpe.com/support/hpesc.

4, Collect the following information. This information is used during the Insight Online direct connect registration procedure or the
Insight Remote Support central connect host server configuration procedure:

e Contact information. Hewlett Packard Enterprise uses this information when a support case is created.

e Site information (site name, address, and time zone). Hewlett Packard Enterprise uses this information when service personnel
or a part must be sent to your location.

e Web proxy information (if a web proxy is used to access the Internet).

e Channel Partner IDs for your authorized service provider, reseller/distributor, and installer, if you want to allow Channel Partners
to view your device information. The installer is required only for Insight Remote Support central connect.

The Partner ID is the Location ID assigned to the Channel Partner during the partner registration process. If you do not know a
Channel Partner ID, contact the partner to obtain that information.

5. Set up ProLiant servers for remote support registration .
If your servers are already set up, ensure that they meet the requirements described in the server setup instructions.
6. Obtain the iLO hostname or IP address and login credentials (login name and password).
You can use any local or directory-based user account that has the Configure iLO Settings privilege.
7. For direct connect only: Make sure that your environment meets the Insight Online direct connect network requirements.
8. For central connect only: Set up the Insight Remote Support central connect environment .

9. Verify access to Insight Online.
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Supported browsers for HPE embedded remote support

iLO

iLO 4 supports the browsers listed in Supported browsers.

Insight RS
e Microsoft Internet Explorer: 9x, 10x, 11x
e Mozilla Firefox: 49.x
e Google Chrome: 53.x
Insight Online
e Microsoft Internet Explorer: 11 or later
e Mozilla Firefox: Latest version

o Google Chrome: Latest version

Supported browsers for HPE embedded remote support
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Setting up a ProLiant server for remote support registration

Prerequisites

Ensure that you have the required files to set up or update a ProLiant server. Depending on your configuration, you might need the
following files:
e Service Pack for ProLiant (All supported OS except for Ubuntu) —The SPP includes the iLO firmware, iLO 4 Channel Interface Driver,

and AMS. Download the SPP from the following website: http://www.hpe.com/servers/spp.

You can download the iLO 4 Channel Interface Driver, iLO firmware, and AMS separately at the following website:
http://www.hpe.com/support/ilo4.

e Management Component Pack (Ubuntu) —The MCP includes AMS but it does not include the iLO firmware or the iLO driver.
Download the MCP from the following website: http://www.hpe.com/support/SDR-Linux.

Procedure

1. Install the server hardware.

2. Connect iLO to the network.

3. Use Intelligent Provisioning to configure the server and install an OS.

During this process, Intelligent Provisioning will prompt you to register for remote support. If you want to use iLO to register, select
Register Later on the Intelligent Provisioning remote support registration page.

For more information, see the Intelligent Provisioning user guide.
4, (Optional) Install AMS if it is not already installed.
Hewlett Packard Enterprise recommends installing AMS.

HPE Proactive Care services customers only: AMS installation is required to receive the following Proactive Care features: Proactive
Scan Report and Firmware and Software Version Report.

Using AMS is one way in which iLO can obtain the server name. If iLO cannot obtain the server name, the displayed server name in
Insight Online and Insight RS is derived from the server serial number.

5. If you did not install AMS, do one of the following to ensure that the server name is displayed correctly in Insight Online and Insight
RS:

e For Windows systems only, start the operating system. Insight Online and Insight RS will use the Windows computer name to
identify the server.

e Configure the Server Name on the Access Settings page in the iLO web interface.

To protect your privacy, do not use sensitive information in the server name. The server name is displayed in Insight Online and
Insight RS.

6. On Windows servers: Install the iLO 4 Channel Interface Driver.

If you use the Intelligent Provisioning Recommended installation method for Windows installation, the iLO 4 Channel Interface Driver
for Windows is installed automatically.

For Red Hat Enterprise Linux, SUSE Linux Enterprise Server, and Ubuntu, the driver is included in the Linux distribution.
7. Verify that a supported version of the iLO firmware is installed.

To address third-party software vulnerabilities, Hewlett Packard Enterprise recommends using iLO 4 2.03 or later.

iLO 4 2.60 or later is required for Insight Remote Support direct connect registration.
8. Verify that the time zone is set in iLO.

If the Time Zone value is incorrect, Insight Online will display incorrect time stamps for events and data collections.
9. Verify that a DNS server is configured in iLO.

By default, iLO is set to use DHCP to configure DNS servers and other network settings.

The DNS server is required for communication between iLO and Insight Online.
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Insight Online direct connect network requirements

Insight Online direct connect relies on communication between your environment and Hewlett Packard Enterprise to deliver support
services. Ensure that your environment meets the port requirements shown in Figure 3: Network requirements for Insight Online direct
connect.

Figure 3: Network requirements for Insight Online direct connect
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Setting up the Insight Remote Support central connect environment

Insight Remote Support relies on communication between your environment and Hewlett Packard Enterprise to deliver support services.

Procedure

1. Verify that the server you will use for the Insight RS host server meets the requirements listed in the Insight Remote Support release
notes.

The host server is called the Hosting Device in the Insight RS software.

2. Ensure that your environment meets the port requirements shown in Figure 4: Network requirements for Insight Remote Support
central connect.

Figure 4: Network requirements for Insight Remote Support central connect
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3. Set up the Insight RS host server.

a. Ensure that the version of the Insight RS software on the host server supports the ProLiant servers you want to register. For
more information, see the following website: https://www.hpe.com/support/InsightRS-Support-Matrix.

b. Use the Insight RS console to configure the RIBCL protocol for ProLiant servers that will be registered for Insight Remote Support
central connect.

c. (Optional) If you will use HPE SIM with Insight RS, configure the HPE SIM adapter.

For more information, see the Insight Remote Support installation and configuration guide, at the following website:

https://www.hpe.com/info/insightremotesupport/docs.

4, Verify communication between the Insight RS host server and the remote support web service.

To complete this task, start a web browser on the Insight RS host server, and navigate to the following website:

https://api.support.hpe.com/v1/version/index.html.

If connectivity between the server and HPE is set up correctly, the web browser displays the version of some of the data center
components (for example, 19.1.17.470).
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Verifying access to Insight Online

Procedure

1. Navigate to the following website: http://www.hpe.com/info/insightonline.

2. Enter your HPE Passport user ID and password, and then click Sign in.
If you do not have an HPE Passport account, follow the onscreen instructions to create one.

The Hewlett Packard Enterprise Support Center website is displayed with the Insight Online My IT Environment tab selected. During
the initial setup, your IT Environment shows no entries in the Devices, Service events, and Contracts and warranties sections.
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Registering for Insight Online direct connect

When you register for Insight Online direct connect, you must complete steps in both the iLO web interface and the Insight Online portal.

Prerequisites

e Your environment meets the prerequisites for embedded remote support registration.

e Configure iLO Settings privilege

e You have an HPE Passport account. For more information, see http://www.hpe.com/info/insightonline.
Procedure

1. Complete step 1 of Insight Online direct connect registration in the iLO web interface.

2. Complete step 2 of Insight Online direct connect registration in Insight Online.

3. Confirm that registration is complete in the iLO web interface.

4, Complete the optional post-registration steps in the iLO web interface.
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Registering for Insight Online direct connect (step 1)

Prerequisites
Configure iLO Settings privilege
Procedure
1. Navigate to the Remote Support > Registration page.
2. Select Connect this server directly to HPE.
3. Enter your HPE Passport user ID and password.
4, (Optional) Enter the following information if the server uses a web proxy server to access the Internet:
e Web Proxy Server—Enter the host name or IP address.
e Web Proxy Port
e Web Proxy Username
e Web Proxy Password
5. To accept the licensing terms and conditions, select the | accept the terms and conditions check box.
You can view these documents at the following website: https://www.hpe.com/software/SWLicensing.
6. Click Register.
iLO notifies you that step 1 of the registration process is finished, and prompts you to complete step 2.

Allow up to 5 minutes for your registration request to be fully processed.
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Registering for Insight Online direct connect (step 2)

Procedure
1. Navigate to the following website: http://www.hpe.com/info/insightonline.
2. Log in with your HPE Passport credentials.
3. On the Insight Online My IT Environment tab, click Devices with incomplete registration.
4, Select one or more devices on the Step 1: Select target devices page, and then click Next.
If the selected devices share site, support, and partner information, you can register up to 15 devices at a time.
5. Enter site and support information on the Step 2: Provide site and support information page, and then click Next.
6. Do one of the following on the Step 3: Provide HPE Authorized Channel Partner information page:
e If Hewlett Packard Enterprise supports your IT infrastructure, accept the default settings.
e |If a Hewlett Packard Enterprise Authorized Channel Partner supports your IT infrastructure, enter the Partner location ID for an
authorized service partner and an authorized reseller/distributor.
To verify that you entered the correct partner, click Check ID.
7. (Optional) To allow Hewlett Packard Enterprise or an Authorized Channel Partner to contact you about optimizing your IT
environment, select the Optimize my IT environment check box.
8. To continue to the Step 4: Validate and Submit page, click Next.
9. Review the information you entered, and then click Complete registration.
The Complete device registration window displays a summary of the registration status.
10. Click Done.

: Registering for Insight Online direct connect (step2) 300


http://www.hpe.com/info/insightonline

Confirming registration is complete GLO web interface)

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Support > Registration page.

2. Select the Confirm that you have completed the HPE Connected Products registration process check box, and then click Apply.

iLO notifies you that the registration process is finished.
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Completing the optional post-registration steps

Procedure

1. (Optional) Send a test event to confirm the connection between iLO and HPE remote support.

2. (Optional) To receive email alerts about system events, configure AlertMail.
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Editing the web proxy settings (Insight Online direct connect only)

If the web proxy settings change after a server is registered for remote support, update the settings to enable the server to continue
sending data to Hewlett Packard Enterprise.

Procedure
1. Navigate to the Remote Support > Registration page.
2. Update the following settings, as needed:
e Web Proxy Server—Enter the hostname or IP address.
e Web Proxy Port
e Web Proxy Username
e Web Proxy Password

3. Click Apply.
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Registering for Insight Remote Support central connect

Prerequisites

e Your environment meets the prerequisites for embedded remote support registration.
e Configure iLO Settings privilege
Procedure
1. Navigate to the Remote Support > Registration page.
2. Select Connect this server through an HPE remote support host server.
3. Enter the Host server hostname or IP address and Port number.
You can enter a host name, an IPv4 address, or an IPv6 address.
The default port is 7906.
4, Click Register.
iLO notifies you that the registration process is finished.
5. (Optional) Send a test event to confirm the connection between iLO and HPE remote support.
6. (Optional) To receive email alerts about system events, configure AlertMail.
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Unregistering from Insight Online direct connect

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Support > Registration page.
2. Click Unregister.

3. When prompted to confirm the request, click OK.

iLO notifies you that the server is no longer registered.

Unregistering from Insight Online direct connect
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Unregistering from Insight Remote Support central connect

Procedure
1. Login to the Insight RS Console.
2. Do one of the following:

e To stop monitoring a server temporarily, select the server on the Devices > Device Summary tab in the Insight RS Console, and
then select ACTIONS > DISABLE SELECTED.

Unregistering a server directly from the iLO web interface is the same as temporarily disabling the server in the Insight RS
Console.

e To stop monitoring a server permanently, delete the server from the Insight RS Console. To delete the server, select it on the
Device Summary tab, and then select ACTIONS > DELETE SELECTED.

3. Navigate to the Remote Support > Registraton page in the iLO web interface.

4, Verify that the server is not registered.
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Remote support service events

When iLO detects a hardware failure—for example, a problem with a memory DIMM or fan—a service event is generated. When a server
is registered for remote support, service event details are recorded in the service event log. Depending on your remote support
configuration, the details are sent to Insight Online (direct connect) or the Insight RS host server (central connect) which forwards it to
Hewlett Packard Enterprise. When Hewlett Packard Enterprise receives a service event, a support case is opened (if warranted).
Enabling the maintenance mode feature during planned maintenance prevents the opening of a support case during the planned
maintenance period.
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Service event transmission

When a service event occurs, information about the event is sent to Hewlett Packard Enterprise.

If a service event transmission failure occurs, two additional attempts are made. If the event cannot be sent after three attempts:
e AnSNMP trap ( cpgSm2IrsCommFailure 9020 ) is generated. This SNMP trap is defined in the cpgsm2.mib file.
e The failure is logged in the service event log.

e The failure is logged in the iLO event log.

e The service event is recorded in the Active Health System log.

e A failure message is recorded in the Active Health System log.
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Using maintenance mode

Use maintenance mode when you perform maintenance on a server. In maintenance mode, any events or messages that are sent to

Insight RS or Insight Online are flagged to indicate that the event requires no action. This feature helps Hewlett Packard Enterprise to

determine whether to open a support case.

Prerequisites

Configure iLO Settings privilege

Procedure

1.

2.

Navigate to the Remote Support > Service Events page.

Select the Set Maintenance Mode check box.

Select a time from the Expires in menu.

Click Apply.

iLO notifies you that maintenance mode is set.

TIP:

To end maintenance mode early, select the Clear Maintenance Mode check box, and then click Apply.

Maintenance mode ends automatically when the specified amount of time has passed. iLO notifies you when maintenance mode is

cleared.

Using maintenance mode
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Sending a test service event

You can send a test event to verify that your remote support configuration is working correctly.
Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Support > Service Events page.

2. Click Send Test Event.

3. When prompted to confirm the request, click OK.

When the transmission is completed, the test event is listed in the Service Event Log, the Insight RS Console (central connect only),
and Insight Online.

If the test is successful, the Submit Status in the Service Event Log displays the text No Error.
The Time Generated column in the Service Event Log shows the date and time based on the configured iLO time zone.
4. Optional: For Insight Remote Support central connect only: To verify that the test event is displayed, check the Insight RS Console.

5. Optional: To verify that the test event is displayed, check Insight Online.
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Viewing a test service event by using Insight Online

Prerequisites

A test service event was sent on a server that is registered for remote support.

Procedure

1. Navigate to the following website: http://www.hpe.com/info/insightonline.

2. Log in with your HPE Passport credentials.
3. Toview a summary of the recorded service events, click Service events.

Insight Online converts the service event Time Generated value to Coordinated Universal Time (UTC).
4. To view test events, select View > Test events.

Test events are closed automatically because no further action is necessary.

To view activities that occurred after you logged in to Insight Online, click the refresh button.
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Viewing a test service event by using the Insight RS Console

Prerequisites

A test service event was sent on a server that is registered for Insight Remote Support central connect.

Procedure

1. Login to the Insight RS Console (https://<Insight RS host server IP address>:7906).

2. Navigate to the Devices page.

3. Find your server or enclosure, and then click the device name.

4, Click the Service Events tab.

5. The list of service events is displayed.

6. Insight RS converts the service event Time Generated value to the time zone of the browser used to access the Insight RS Console.

7. Test events are closed automatically because no further action is necessary.
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Viewing the service event log

Prerequisites
The server is registered for remote support.

Procedure

Navigate to the Remote Support > Service Events page.

Viewing the service event log
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Service event log details

The Service Event Log displays the following information for each service event:

Identifier—A unique string that identifies the service event.

Time Generated —The time the service event was generated. This column shows the date and time based on the configured iLO time
zone.

Event ID—A unique number for the service event type.
Perceived Severity—The severity of the event indication (for example, 5-Major, 7-Fatal).
Submit Status —The status of the event submission. If the statusis No error, the event was submitted successfully.

Destination—For Insight Remote Support central connect configurations, the host name or IP address and port of the Insight RS host
server that received the service event. For Insight Online direct connect configurations, the value Insight Online is displayed.

Event Category—The category of the event that matches the Message ID description in the message registry.
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Supported service event types

The HPE remote support solution supports the following service event types:

Event ID Description

1

100

101

200

300

301

302

303

304

305

306

400

500

501

1000

Generic Test Service Event

Fan Failed Service Event

System Battery Failed Service Event

Power Supply Failed Service Event

Physical Disk Drive Service Event

Smart Array Controller Accelerator Battery Failure Event
Smart Array Controller Accelerator Board Status Changed Event
Smart Array Controller Status Changed Event

SAS Physical Drive Status Changed Event

ATA Disk Drive Status Changed Event

Fibre Channel Host Controller Status Changed Event
Memory Module Failed or Predicted to Fail Event
Storage System Fan Status Changed Event

Storage System Power Supply Status Changed Event

Generic Service Event

Supported service event types
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Clearing the Service Event Log

Prerequisites
Configure iLO Settings privilege
Procedure
1. Navigate to the Remote Support > Service Events page.
2. Click Clear Event Log.
iLO prompts you to confirm the request.

3. Click OK.

iLO notifies you that the service event log has been cleared.

Clearing the Service Event Log
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Remote Support data collection

Use the Data Collections page to view information about the data that is sent to Hewlett Packard Enterprise when a server is registered
for remote support. You can also use this page to send data collection information to Hewlett Packard Enterprise manually when a device
configuration changes and you do not want to wait for the next scheduled data collection tfransmission.
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Sending data collection information

Depending on your remote support configuration, iLO or the Insight RS host server sends configuration information to Hewlett Packard
Enterprise. This information is used for analysis and proactive services in accordance with your warranty and service agreements.

e Insight Online direct connect—Data is transmitted every 30 days. You cannot edit or delete the data collection schedule.

e Insight Remote Support central connect —The data transmission frequency is configured in the Insight RS Console. For more
information, see the Insight RS online help.

Use the following procedure to send data collection manually, if you do not want to wait for the next scheduled transmission.
Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Support > Data Collections page.

2. Click Send Data Collection.

3. When prompted to confirm the request, click OK.

When the transmission is completed, the Last Data Collection Transmission and Last Data Collection Transmission Status are
updated. The date and time are based on the configured iLO time zone.

4, Optional: To verify that the data collection time stamp is accurate, check Insight Online.

5. Optional: To verify that the data collection information is displayed, check the Insight RS Console.
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Sending Active Health System reporting information

Depending on your remote support configuration, iLO or the Insight RS host server sends server health, configuration, and run-time
telemetry information to Hewlett Packard Enterprise. This information is used for troubleshooting issues and closed-loop quality
analysis.

e Insight Online direct connect—Data is transmitted every seven days. You cannot edit or delete the Active Health System reporting
schedule.

e Insight Remote Support central connect —Data is transmitted every seven days. You can change the day of the week for Active
Health System reporting transmission in the Insight RS Console. For more information, see the Insight RS online help.

Use the following procedure to send Active Health System reporting information manually, if you do not want to wait for the next
scheduled transmission. You can also download Active Health System information directly on the Active Health System page.

Prerequisites

Configure iLO Settings privilege

Procedure

1. Navigate to the Remote Support > Data Collections page.
2. Click Send Active Health System Report.

3. When prompted to confirm the request, click OK.

The collected data includes Active Health System information from the last seven days.

When the transmission is completed, the Last Active Health System Reporting Transmission and Last Active Health System
Reporting Transmission Status are updated. The date and time are based on the configured iLO time zone.

4, Optional: To verify that the Active Health System information is displayed, check the Insight RS Console.

: Sending Active Health System reporting information
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Viewing data collection status iniLO

Procedure

Navigate to the Remote Support > Data Collections page.
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Data Collection details

e Data Collection Frequency (days) (Insight Online direct connect only)—The frequency at which data is sent to Hewlett Packard
Enterprise.

e Last Data Collection Transmission—The date and time of the last data collection.
e Last Data Collection Transmission Status —The status of the last data transmission.

e Next Data Collection Scheduled (Insight Online direct connect only)—The next date and time when data will be sent to Hewlett
Packard Enterprise.
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Viewing Active Health System reporting status iniLO

Procedure

Navigate to the Remote Support > Data Collections page.
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Active Health System reporting details

e Active Health System Reporting Frequency (days) (Insight Online direct connect only)—The frequency at which Active Health
System data is sent to Hewlett Packard Enterprise.

e Last Active Health System Reporting Transmission —The date and time of the last Active Health System report.
e Last Active Health System Reporting Transmission Status —The status of the last data transmission.

e Next Active Health System Reporting Scheduled (Insight Online direct connect only)—The next date and time when Active Health
System data will be sent to Hewlett Packard Enterprise.
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Viewing data collection status in Insight Online

The Insight Online device overview page displays the time stamp of the last data collection transmission.

Procedure

1. Loginto the Hewlett Packard Enterprise Support Center (hitp://www.hpe.com/info/insightonline).

2. Navigate to the Devices page.

3. Click the name of a device.

The Overview page displays the date and time of the last data collection transmission in the Configuration section.

TIP:

To view activities that occurred after you signed in to Insight Online, click the refresh button.
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Viewing data collection status in the Insight RS Console (Insight Remote Support central
connect only)

Procedure

1. Login to the Insight RS Console (https://<Insight RS host server IP address or FQRDN>:7906).
2. Navigate to the Devices page.

3. Find your server, and then click the device name.

4. Click the Collections tab.

The Collections tab displays the following names for data collection information and Active Health System reporting information:
Server Basic Configuration Collection and Active Health Service Collection. To expand a collection, click the plus sign (+) to the left
of the Result icon. To view additional information or download the collection files, click More Details.

Insight RS converts the iLO data transmission date and time values to the time zone of the browser used to access the Insight RS
Console.
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Registering a ProLiant server used as a host server for Insight Online direct connect

Hewlett Packard Enterprise does not support Insight Online direct connect registration of a ProLiant server that is used as an Insight RS
host server. If you register an active host server for Insight Online direct connect, all the devices monitored by that host server will be
unable to communicate with Hewlett Packard Enterprise to receive remote support.

Use this procedure to stop using a ProLiant server as a host server, unregister the server from Insight Remote Support central connect,
and then register the server for Insight Online direct connect.

Procedure
1. (Optional) Use Insight RS to export a Bulk CSV file containing the list of monitored devices.
For more information, see the Insight RS documentation.
You can use this file later if you want to add the previously monitored devices to a new host server.
2. Unregister the monitored devices from the Insight RS host server on the ProLiant server.
3. Unregister the ProLiant host server from Insight RS.
4. Uninstall Insight RS from the ProLiant server.
5. Register the ProLiant server for Insight Online direct connect.
6. (Optional) Install Insight RS on a different server, and then configure a new host server.
7. (Optional) Import the Bulk CSV file into Insight RS on the new host server.

For more information, see the Insight RS documentation.
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Changing the remote support configuration of a supported device

Hewlett Packard Enterprise does not support registering a device for Insight Remote Support central connect and Insight Online direct
connect at the same time. If you register a device using both configurations, it will have two communication paths to Hewlett Packard
Enterprise and Insight Online. Device information might be overwritten each time data is sent fo Hewlett Packard Enterprise.
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Changing a supported device from central connect to direct connect remote support

Procedure
1. Unregister the device from Insight Remote Support central connect.
2. Determine the correct time to register the device for Insight Online direct connect.

If iLO and the Insight RS host server use different time zones, and iLO uses an earlier fime zone than the Insight RS host server, do
not reregister the device immediately. Wait until the iLO time is the same as or later than the time at which you unregistered the
device.

For example, you might have an Insight RS host server set to the local time in France, and an iLO system set to the local time in
California. If you unregister the device at 5 p.m. local time in France, you must wait until 5 p.m. local time in California to register the
device for Insight Online direct connect. If you do not wait, the device will not be displayed in Insight Online.

3. If applicable, wait until the time determined in step 2.

4. Register the device for Insight Online direct connect.
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Changing a supported device from direct connect to central connect remote support

Procedure
1. Unregister the device from Insight Online direct connect.
2. Determine the correct time to register the device for Insight Remote Support central connect.

If iLO and the Insight RS host server use different time zones, and the Insight RS host server uses an earlier time zone than iLO, do
not reregister the device immediately. Wait until the Insight RS host server time is the same as or later than the time at which you
unregistered the device.

For example, you might have an iLO system set to the local time in France, and a host server set to the local fime in California. If you
unregister the device at 5 p.m. local fime in France, you must wait until 5 p.m. local time in California to register the device for Insight
Remote Support central connect. If you do not wait, the device will not be displayed in Insight Online (if enabled).

3. If applicable, wait until the time determined in step 2.

4, Register the device for Insight Remote Support central connect.

: Changing a supported device from direct connect to central connect remote support 329



Managing iLO with the ROM-based utilities
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iLO ROM-based utilities

You can configure iLO settings by accessing the ROM-based utilities from the physical system console, or by using an iLO Remote
Console session.

The ROM-based utility embedded in the system ROM of your server depends on your server model.
e ProLiant Gen8 servers, except for the DL580 Gen8 server, have the iLO RBSU software embedded in the system ROM.
To access the iLO RBSU, you press F8 during POST.

Use the arrow keys and the Enter key to navigate the iLO RBSU menus. To make configuration changes, follow the onscreen
instructions.

On servers that use the system RBSU and not the UEFI System Utilities, the iLO option ROM lists the installed license and the
firmware version. This information is not listed in the option ROM on UEFI systems.

e ProLiant Gen9 servers, Synergy compute modules, and the DL580 Gen8 server have the UEFI System Utilities software embedded in
the system ROM.

To access the UEFI System Utilities, you press F9 during POST, and then select System Configuration > iLO 4 Configuration Utility.
For more information, see the UEFI System Utilities user guide.

For information about iLO setup tasks you perform with the ROM-based utilities, see Setting up iLO by using the ROM-based setup
utilities.
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Configuring network settings with the ROM-based utilities
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Configuring NIC and TCP/IP settings GLO RBSU)

Procedure

1. Optional: If you access the server remotely, start an iLO Remote Console session.

2.

3.

Restart or power on the server.
Press F8 in the server POST screen.
The iLO RBSU starts.

Select Network > NIC and TCP/IP.

The Network Configuration screen is displayed.

View or update the NIC and TCP/IP settings.
To save your changes, press F10

Select File > Exit.

Configuring NIC and TCP/IP settings (iLO RBSU)
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Configuring DNS/DHCP settings (iLO RBSU)

Procedure

1. Optional: If you access the server remotely, start an iLO Remote Console session.
2.

3.

Restart or power on the server.
Press F8 in the server POST screen.
The iLO RBSU starts.

Select Network > DNS/DHCP, and press Enter.

The Network Autoconfiguration page is displayed.

View or update the DNS and DHCP settings.
To save your changes, press F10

Select File > Exit.

Configuring DNS/DHCP settings (iLO RBSU)
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Configuring advanced network settings GLO RBSU)

Procedure

1. Optional: If you access the server remotely, start an iLO Remote Console session.

2.

3.

Restart or power on the server.

Press F8 in the server POST screen.

The iLO RBSU starts.

Select Network > DNS/DHCP, and press Enter.

The Network Autoconfiguration screen is displayed.

Press F1.

The Advanced Autoconfiguration Setup and Status screen is displayed.
View or update the advanced network settings.

To save your changes, press F10.

Select File > Exit.

Configuring advanced network settings (iLO RBSU)
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Configuring Network Options (LO 4 Configuration Utility)

Procedure
1. Optional: If you access the server remotely, start an iLO Remote Console session.
2. Restart or power on the server.
3. Press F9in the server POST screen.
The UEFI System Utilities start.
4. From the System Utilities screen, select System Configuration > iLO 4 Configuration Utility > Network Options, and press Enter.
5. Select any of the Network Options and press Enter, then select a setting or enter a value for that option and press Enter again.
6. Press F10.
7. Press Esc until the main menu is displayed.
8. Select Exit and Resume Boot in the main menu, and then press Enter.
9. When prompted to confirm the request, press Enter to exit the utility and resume the boot process.
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Configuring Advanced Network Options (GLO 4 Configuration Utility)

Procedure

1. Optional: If you access the server remotely, start an iLO Remote Console session.

2. Restart or power on the server.

3. Press F9in the server POST screen.
The UEFI System Utilities start.

4, From the System Utilities screen, select System Configuration > iLO 4 Configuration Utility > Advanced Network Options, and press
Enter.

5. Select any of the Advanced Network Options and press Enter, then select a setting or enter a value for that option and press Enter
again.

6. Press F10.

7. Press Esc until the main menu is displayed.

8. Select Exit and Resume Boot in the main menu, and then press Enter.

9. When prompted to confirm the request, press Enter to exit the utility and resume the boot process.

: Configuring Advanced Network Options (iLO 4 Configuration Utility)
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Network Options

MAC Address (read-only)

The MAC address of the selected iLO network interface.
Network Interface Adapter

Specifies the iLO network interface adapter to use.

e ON—Uses the iLO Dedicated Network Port.
e Shared Network Port—Uses the Shared Network Port. This option is only available on supported servers.
e OFF—Disables all network interfaces to iLO.

Transceiver Speed Autoselect

Enables iLO to negotiate the highest supported link speed and duplex settings when connected to the network. This option is
available only when Network Interface Adapter is ON (iLO Dedicated Network Port).

Transceiver Speed Manual Setting

Sets the link speed for the iLO network interface. This option is available only when Network Interface Adapter is ON (iLO
Dedicated Network Port) and Transceiver Speed Autoselect is OFF.

Transceiver Duplex Setting

Sets the link duplex setting for the iLO network interface. This option is available only when Network Interface Adapter is ON (iLO
Dedicated Network Port) and Transceiver Speed Autoselect is OFF.

VLAN Enable
Enables the VLAN feature.

When the Shared Network Port is active and VLAN is enabled, the iLO Shared Network Port becomes part of a VLAN. All network
devices with different VLAN tags appear to be on separate LANSs, even if they are physically connected to the same LAN. This
option is available only when Network Interface Adapter is set to Shared Network Port.

VLAN ID

When a VLAN is enabled, this option specifies a VLAN tag. All network devices that you want to communicate with each other
must have the same VLAN tag. The VLAN tag can be any number between 1 and 4094. This option is available only when Network
Interface Adapter is set to Shared Network Port.

DHCP Enable

Configures iLO to obtain its IP address (and many other settings) from a DHCP server.
DNS Name

Sets the DNS name of the iLO subsystem (for example, i1o instead of ilo.example.com).

This name can be used only if DHCP and DNS are configured to connect to the iLO subsystem name instead of the IP address.
IP Address

The iLO IP address. If DHCP is used, the iLO IP address is supplied automatically. If DHCP is not used, enter a static IP address.
Subnet Mask

The subnet mask of the iLO IP network. If DHCP is used, the subnet mask is supplied automatically. If DHCP is not used, enter a
subnet mask for the network.

Gateway IP Address

The iLO gateway IP address. If DHCP is used, the iLO gateway IP address is supplied automatically. If DHCP is not used, enter the
iLO gateway IP address.
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Advanced Network Options

Gateway from DHCP
Specifies whether iLO uses the DHCP server-supplied gateway.
Gateway #1, Gateway #2, and Gateway #3
If Gateway from DHCP is disabled, enter up to three iLO gateway IP addresses.
DHCP Routes
Specifies whether iLO uses the DHCP server-supplied static routes.
Route 1, Route 2, and Route 3
If DHCP Routes is disabled, enter the iLO static route destination, mask, and gateway addresses.
DNS from DHCP
Specifies whether iLO uses the DHCP server-supplied DNS server list.
DNS Server 1, DNS Server 2, and DNS Server 3
If DNS from DHCP is disabled, enter the primary, secondary, and tertiary DNS servers.
WINS from DHCP
Specifies whether iLO uses the DHCP server-supplied WINS server list.
Register with WINS Server
Specifies whether iLO registers its name with a WINS server.
WINS Server #1 and WINS Server #2
If WINS from DHCP is disabled, enter the primary and secondary WINS servers.
Domain Name

The iLO domain name. If DHCP is not used, enter a domain name.
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Configuring access settings with the ROM-based utilities
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Configuring global settings (iLO RBSU)

Procedure
1. Optional: If you will access the server remotely, start an iLO Remote Console session.
2. Restart or power on the server.
3. Press F8in the server POST screen.
The iLO RBSU starts.
4, Select Settings > Configure, and press Enter.
The Global iLO 4 Settings screen is displayed.
5. Select an option and press the spacebar to toggle the setting to ENABLED or DISABLED.
6. To save the settings, press F10.
7. Toclose the iLO RBSU, select File > Exit.

: Configuring global settings (iLO RBSU)

341



Configuring serial CLI options (iLO RBSU)

Procedure
1. Optional: If you access the server remotely, start an iLO Remote Console session.
2. Restart or power on the server.
3. Press F8in the server POST screen.
The iLO RBSU starts.
4, Select Settings > CLI, and press Enter.
The Configure iLO Command-Line Interface screen is displayed.
5. Select an option and press the spacebar to toggle through the available settings.
6. To save the changed settings, press F10
7. Toclose the iLO RBSU, select File > Exit.

Configuring serial CLI options (iLO RBSU)
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Configuring access settings (iLO 4 Configuration Utility)

Procedure
1. Optional: If you access the server remotely, start an iLO Remote Console session.
2. Restart or power on the server.
3. Press F9in the server POST screen.
The UEFI System Utilities start.
4. From the System Utilities screen, select System Configuration > iLO 4 Configuration Utility > Setting Options, and press Enter.
5. View or update the access settings.
6. Press F10.
7. Press Esc until the main menu is displayed.
8. Select Exit and Resume Boot in the main menu, and then press Enter.
9. When prompted to confirm the request, press Enter to exit the utility and resume the boot process.

: Configuring access settings (iLO 4 Configuration Utility)
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Viewing information about iLO by using the iLO 4 Configuration Utility

Procedure

1. Optional: If you access the server remotely, start an iLO Remote Console session.

2. Restart or power on the server.

3. To start the UEFI System Utilities, press F9 in the server POST screen.

4, From the System Utilities screen, select System Configuration > iLO 4 Configuration Utility > About, and press Enter.
5. View information about iLO components.

6. Press Esc until the main menu is displayed.

7. Select Exit and Resume Boot in the main menu, and then press Enter.

8. When prompted to confirm the request, press Enter to exit the utility and resume the boot process.

: Viewing information about iLO by using the iLO 4 Configuration Utility
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About iLO

Use this menu to view information about the following iLO components.
e Firmware Date—The iLO firmware revision date.
e Firmware Version—The iLO firmware version.

e iLO CPLD Version—The iLO complex programmable logic device version.

o Host CPLD Version—The server complex programmable logic device version.

e Serial Number—The iLO serial number.
e RBSU Date—The iLO 4 Configuration Utility revision date.
e PCl BUS—The PCI bus to which the iLO processor is attached.

o Device—The device number assigned to iLO in the PCI bus.

About iLO
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Using the iLO web interface
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Browser requirements

e JavaScript—iLO uses client-side JavaScript extensively.

This setting is not enabled by default in all versions of Internet Explorer. To check or change this setting, see Enabling JavaScript for
Internet Explorer.

o Cookies—Cookies must be enabled for certain features to function correctly.

e Pop-up windows—Pop-up windows must be enabled for certain features to function correctly. Verify that pop-up blockers are
disabled.

e TLS—To access iLO through a web browser, you must enable TLS 1.0 or later in the browser.
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Supported browsers
HPE iLO 4 supports the latest versions of the following browsers:

Preferred browsers
e Google Chrome mobile and desktop versions
o Motzilla Firefox

e Microsoft Edge

Chrome, Firefox, and Edge provide the best performance with HPE iLO 4.

Legacy browsers

e Microsoft Internet Explorer 11

Supported browsers
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Enabling JavaScript for Internet Explorer

Some versions of Internet Explorer have JavaScript disabled by default. Use the following procedure to enable JavaScript.

Procedure

1. Start Internet Explorer.

2. Select Tools > Internet options.

3. Click Security.

4, Click Custom level.

5. Inthe Scripting section, set Active scripting to Enable.
6. Click OK.

7. Refresh your browser window.

Enabling JavaScript for Internet Explorer
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Logging in to the iLO web interface

Procedure

1. Enter
https://<ilO host name or IP address>

You must access the iLO web interface through HTTPS (HTTP exchanged over an SSL encrypted session).

2. Do one of the following:

e Enter a directory or local user account login name and password, and then click Log In.

e Click the Zero Sign In button.

If iLO is configured for Kerberos network authentication, the Zero Sign In button is displayed beneath the Log In button. You can
use the Zero Sign In button to log in without entering a user name and password.
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Cookie sharing between browser instances andiLO

When you browse to iLO and log in, one session cookie is shared with all open browser windows that share the iLO URL in the browser
address bar. As a consequence, all open browser windows share one user session. Logging out in one window ends the user session in all
the open windows. Logging in as a different user in a new window replaces the session in the other windows.

This behavior is typical of browsers. iLO does not support multiple users logged in from two different browser windows in the same
browser on the same client.
Shared instances

When the iLO web interface opens another browser window or tab (for example, a help file), this window shares the connection to iLO
and the session cookie.

When you are logged into the iLO web interface, and you open a new browser window manually, a duplicate instance of the original
browser window opens. If the domain name in the address bar matches the original browser session, the new instance shares a session
cookie with the original browser window.

Cookie order

During login, the login page builds a browser session cookie that links the window to the appropriate session in the iLO firmware. The
firmware tracks browser logins as separate sessions listed in the Active Sessions section of the iLO Overview page.

For example, when Userl logs in, the web server builds the initial frames view, with User1 listed in the top pane, menu items in the left
pane, and page data in the lower right pane. When User1 clicks from link to link, only the menu items and page data are updated.

While User1l is logged in, if User2 opens a browser window on the same client and logs in, the second login overwrites the cookie
generated in the Userl session. Assuming that User2 is a different user account, a different current frame is built, and a new session is
granted. The second session appears in the Active Sessions section of the iLO Overview page as User2.

The second login has effectively orphaned the first session by overriding the cookie generated during the Userl login. This behavior is
the same as closing the Userl browser without logging out. The Userl orphaned session is reclaimed when the session timeout expires.

Because the current user frame is not refreshed unless the browser is forced to refresh the entire page, Userl can continue navigating by
using the browser window. However, the browser is now operating by using the User2 session cookie settings, even though it might not
be readily apparent.

If Userl continues to navigate in this mode (Userl and User2 sharing a process because User2 logged in and reset the session cookie),
the following might occur:

e Userl session behaves consistently with the privileges assigned to User2.
e Userl activity keeps User2 session alive, but Userl session can time out unexpectedly.

e Logging out of either window causes both sessions to end. The next activity in the other window can redirect the user to the login
page as if a session timeout or premature timeout occurred.

e Logging out of the second session (User2) results in the following warning message:

Logging out: unknown page to display before redirecting the user to the login page.

e |f User2 logs out and then logs back in as User3, Userl assumes the User3 session.

e If Userl is at login, and User2 is logged in, Userl can alter the URL to redirect to the index page. It appears as if Userl has accessed
iLO without logging in.

These behaviors continue as long as the duplicate windows are open. All activities are attributed to the same user, using the last session
cookie set.

Displaying the current session cookie
After logging in, you can force the browser to display the current session cookie by entering the following in the URL navigation bar:

javascript:alert (document.cookie)

The first field visible is the session ID. If the session ID is the same among the different browser windows, these win